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* $ sudo apt-get update

* $ sudo apt-get install -y python-
dev python-pip x11vnc mosquitto
mosqulitto-clients

* $ sudo pip install spidev numpy
pyserial paho-mgtt base58 pycrypto

* $ sudo pip3 install paho-mqgtt
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DYSX127x

* https://github.com/mayeranalytics/pySX127x
LoRaWAN

* https://github.com/jeroennijhof/LoRaWAN
iot-lorawan-bme
 https://github.com/emirez/1io0t-lorawan-bme
single_chan_pkt_fwd

* https://github.com/tftelkamp/single_chan_pkt_fwd
packet_forwarder

* https://github.com/Lora-net/packet_forwarder
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http://en.wikipedia.org/wiki/Internet_of_Things
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Electric Meter

https://www.lora-alliance.org/portals/0/documents/whitepapers/LoRa-Alliance-Whitepaper_NBloT_vs_LoRa.pdf



802.11ac

High BW 802.11ad
802.11n
>10Mbps
802.11a
802.11b
802.11g
Medium BW

100Kbps ~ i e E
B BlueTooth ___--L__ ig BEL N L ______________________________
N
802.15.3

<10Kbps

Short Range Medium Range Long Range

HTAR HELRI—RE #HREMUEL

https://www slideshare.net/PeterREgli/Ipwan
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Range

Geographical
Coverage, Penetration

Power
Consumption

! ZigBee
Y 802.15.4

Transmission "
Latency

* Bandwidth

Number of
Base Stations

Radio Chipset
e
Radio ——
Subscription Costs
https://www slideshare.net/PeterREgli/Ipwan
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 LPWAN(Low Power Wide Area Network)

. ISM Band THIE : 10KM RBwE
Company Sigfox 2009 17 1007 {8 Sub-1GHz 6 : 50KM 100bps 5 b 8

NEER®S® ARMineul 2015 3 100 o oo 52*;'""1:';;'{{";3] 3”““113[:55‘:“'3;?;?{-”] BGE  SABRE
E:rpn :;ﬂ;w Ingenu 2008 25 2070 & 24GHz 4KM Bbps~Bkbps %hh%ﬂtﬁ oER
Apeow  IEEE 2013 NA M o oand KM >100Kbps e EARE
s | 3PP | 206 NA  tomm (SEMOT aokm ~50kbps WAEE  MRRR

http://www.techbang.com/posts/49656
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» Sigfox [REIFEFRETRKREEX 140 E 12-byte
* Weightless-N RgE L&
» LoRa class A RegexiN2IFAE2E78ERR L&




€ OS| {=EYE LPWAN

LPWAN

LoRaWAN

Web REST
OSI Model Request 6LoWPAN
Layer 7 Web
Application Browser
Pre:!.:;inn HTML REST
=
Tr';f:; " TCP TCP
N IPv4 IPv6
D:ﬂ"elr_; . Ethernet MAC 3;;::::0
PII-'I?:;I Ethernet PHY | | 802.15.4 PHY

LoRa

SIGFOX

Weightless MAC

Weightless

https://www slideshare.net/infiswift/lpwan-for-iot-6259 1 54|




LoRa(Long Range)

EE/AE) Cycleo 585t , Semtech £ 2012 URES
LoRa BEREE (PHY) HIFRE LT
¥EFH CSS(Chirp Spread Spectrum) sR&E%1iT

= ESEES 1 433/470~510/868/900-925MHzZ

- BINFE , IBERZER , RIBRE , BEN
» {KINFE :RX<10mA, Sleep<200nA
 FREBEE :500m Fl 15Km

- EHE : (KK -137 dBm LORa'”

- ERIZE :0.3kbps #l 50kbps
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https://technews.tw/2015/10/22/communicating-element-smart-phone-chip/
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« Amplitude( #&Ig )
* Frequency( 583 )
* Phase( #8i )

Figure 3-8

The relationship between the time and frequency domains.

C.,'l:.ru}r Uppier
sidaband
Limaiire I, + fq}
sideband :
% - L)
2| Modulating I
E (intadiganca)
signiad A

Paak
amphtudoes
of
Sl WaNVES

https://www.survival.org.au/radio.php

AN wave (frequancy domain)
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Amplitude Modulation (AM)

SEEE

7Ji'
i3 = =]
.¢n”&

Input (Modulating Wave)

Carrier

Modulated Result

i AR

Frequency Modulation (FM)
Input (Modulating Wave)

Carrier

Modulated Result

o), 2 118 38 RA 1 MO R Fe A\ T B B 132 il
SN EREEARRZ

Digital Modulation
Input (Modulating Wave)

1 0 1 1 0 1 0

Carrier

Modulated Result

|

https://www.taitradioacademy.com/topic/how-does-modulation-work-1-1/



Frequency Shift Keying

- FMEARSEERI 0 M 1

Frequency Shift Keying (FSK)

Baseband
Data
1 0 0 1
BFSK
modulated
signal
fi fy fa fy
where f;=Acos(o.-Am)t and f; =Acos(o.FAm)t

https://goo.gl/WxXhH5



Chirp Spread Spectrum

» {55 PR 8] &5 B2 s R 58
* Chirp FERGEIENR / &R

‘ Chirp &l ‘ ‘ LR E R ‘

https://goo.gl/WxXhH5




Chirp Spread Spectrum

e Bandwidth S2& 3R mE
« Sweep Rate FERIBIELS

Bandwidth ‘

\Eﬁlﬁ% Bandwidth ] Sweep Rate‘ ‘Chirp Spread Spectrum ‘




Spreading Factor

* Duration of the chirp
« WESF7(**7) BISF12(**12)




Spreading Factor

» Symbole By Chip &&=

SpreadingFactor Spreading Factor  LoRa Demodulator
(RegModulationCfg) (Chips / symbol) SNR
6 64 -5 dB
7 128 -7.5dB
8 256 -10 dB
9 512 -12.5dB
10 1024 -15dB
" 2048 -17.5dB
12 4096 -20 dB
* 25F chips = 1 symbol

Symbol:
SF=12 3R7I 12-bit per Symbol




(Modulation) Bandwidth

| BW=125kHz

| BW=500kHz

p— Lora Receive Realtime - ox
FFT Plot - - Trace Options
0 Peak Hold
.10 [] Average
-20 ; (i ——
-30 [l Persistence
E 40 [] Trace A | Store |
5 50 ! [] Trace B | Store-|
= L J
e 60 Axis Options——
ST [t L A e e Py ittt dBfDiVi |+ ” B |
-80 Ref Level: | - |
-90 ‘ Autoscale ‘
00 } )
867.5 867.6 867.7 B867.8 8679 868 B68.1 B86B.2 868.3 B6B.4 868 ]
Frequency (MHz) ‘ Stop ‘
- Lora Receive Realtime - ox
FFT Plot Trace Options
0 Peak Hold
210 [] Average
-20 : T —
30 [ Persistence
E -40 [] Trace A |Store |
= 5p Trace B .St .
s A o g n | store |
s 60 Axis Options
70 dB/Div: [+ - |
-80 Ref Level: |+|| - |
-90 | Autoscale ‘
00 } )
867.5 867.6 867.7 B67.8 867.9 868 868.1 B68B.2 868.3 868.4 BGB. | = 1
op |

Frequency (MHz)
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e Bit: B2/ \BIBEFIEE (i1 BW
Bit rate = R, R, = SF - —
2SF

» Symbol: B Chip AKHIBEEERNEM
BW
Symbol rate = R, Rs = P

« Chip: R/IHIEEEEN , BIETENEIZ
Chip rate = R, R. =R, -2°F

https://electronics.stackexchange.com/questions/278192
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« INREFIZE (Date Rate, DR) 2RMWTF :

DR = SF did CR
— . Eﬁﬁ? .

BRENTSE , BEENESD ?
« SF = 12(Spreading factor)

e BW = 125kHz(Bandwidth)
* CR = 4/8(Coding rate)

« Z ! 183.1055bps

https://electronics.stackexchange.com/questions/277722



Bit: /BRI ERL
Chip: g/\HIEEE

Symbol: B Chip #HEHIEE
Bandwidth: FRE4EE

S

Chirp: EiEIEIESLIE

C

Chirp Spread Spectrum 7450 1%

XEfu , RIARRIBIZN (p.28)
EHIE (p.28)

oreading Factor: —{& symbol ARSI bit &)

/”ZE’];f =

’—

L(

nirp Rate: & Chirp Frequency —FEEH

Preamble: RIEHSE , HEERB/E RN

Code Rate:k/r RSBk uEHEN , BESE n MEHE

https://media.ccc.de/v/33c3-7945-decoding_the_lora_phy
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LoRa Symbles [4 preamble, 2 Sync, 4 Symbols]

600

=
=
=]

iy z
T 5
£ P

o
9

il
c 500 =
uk} [=2
5 o
(e =
s o

"3
= g

6 8 10 12 14
Time (ms}

http://www.sghoslya.com/p/lora_9.html




Freguency (kHz}

120
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40
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1 up-chirp B down-chirp 1H3E

LoRa Symble Decoding [4 preamble, 2 Sync, 4 Symbols]

. & | | 3

4 6 8 10 12 14
Time (ms)

http://www.sghoslya.com/p/lora_9.html
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-140

Powerffrequency (dB/Hz)



Frequency Domain vs. Time Domain

* {EFH FFT A% a5 2l 815

Amplitude |
(power) .

/
\ N ‘
{me domain \

Frequency Domain
Measurements
Measurements

GQUG“G\J

&/

http://slideplayer.com/slide/852 1080/
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| FFT HSE
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300
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1
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FFT for symbol #3, detected 50

300

0

64 128 192
FFT for symbol #4, detected 100
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128 192

0

64 128 192



{i& Symbols FERS[C][RI5HY Bytes

‘preamble‘ il Tyt

a8 |
Bytes Bytes ‘ sync word ‘ l H
Encoding Decoding l : f

Whitening Whitening ; . : .
Header + CRC Header + CRC off l Iy i

Error coding Error coding : . p 1 ll'] '

Interleaving Interleaving | f': ¥yl .' | A “;I { :""I'isl I
Gray indexing Gray indexing T o -

Symbols

Symbols

https://myriadrf.org/blog/lora-modem-limesdr/
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* Biig 1+

 Semtech European patent application
13154071.8

 LoRa Alliance LoRaWAN spec
 Semtech app notes AN1200.18 and AN1200.22

- SEEMW

* Partial implementation in open source rtl-
sdrangelove

* Observations at
https://revspace.nl/Decodinglora



45 BllZ Matt Knight NEZH

MATT KNIGHT // BASTILLE NETWORKS

REVERSING LORA

EXPLORING NEXT-GENERATION WIRELESS

» Decoding stages: Documentation:
1. Symbol “gray indexing” Europeanpatent
2. Data whitening Data shzet

3. Interleaving curdpiaan iaterit

. Forward Error Correction Eurc&f mét‘ywtok

H'E"":"

https://www.youtube.com/watch?v=NoquBA7IMNc
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Raspberry Pi
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http://www flickr.com/photos/fotero/7697063016/
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S BB

- TFEE :Raspberry Pi 3B/3B+
« B3R 4% :2018-06-27-raspbian-stretch.img

» BT OILAMER USB B TTL SR
« {Z¥ /boot/config.txt, FIBE=1T # Enable audio (loads snd bcm

_ . .. dtparam=audio=on
dtoverlay=pi3-miniuart-bt dtoverlay=pi3-miniuart-bt
- core_freq=250 core freq=250

—~enable uart=1 enable uart=1l

* {22 /boot/cmdline. txt, # quiet splashByquiet BEF
dwc otg.lpm enable=0 console=serial0,115200
console=ttyl root=/dev/mmcblkOp2 rootfstype=
extd4 _elevator=deadline fsck.repair=yes rootw

ait FERYE splash plymouth.ignore-serial-cons
oles quietgimnit=/usr/lib/raspi-config/init r
esize.sh

42
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Semtech SX127x Z25IF ISM $8E5

Part Number Frequency Range Spreading Factor Bandwidth Effective Bitrate Est. Sensitivity
SX1276 137 - 1020 MHz 6-12 7.8 - 500 kHz 018 - 37.5 kbps -111 to -148 dBm
SX1277 137 - 1020 MHz 6-9 7.8 - 500 kHz 0.11 - 37.5 kbps -111 t0 -139 dBm
SX1278 137 - 525 MHz 6- 12 7.8 - 500 kHz .018 - 37.5 kbps -111 to -148 dBm
SX1279 137 - 960MHz 6- 12 7.8 - 500 kHz .018 - 37.5 kbps -111 t0o -148 dBm

ar :! 1)
LS. and Canada 55 Eurcpe

BEE. & = BET 6 Mz
BAS5 - BEE MHz

I Morth f
{ Atlanbe |
|I Ocean |

HI5 = 528 MHz

| South
| Atlantic |
| {}faan

snmhjmu ' f
HIT = 521 Mk /
BEGE - 557 6 MMz f"
=il
L.},\- o~
Ankarchica

http://rfid4u.com/rfid-basics-resources/basics-rfid-regulations/




SX1276 LoRa Module

=
 {EHiFEEED]EE 15km
« RIE 10 FENERINFE (ERE
- 12 868-928MHz &EE&EHEE
- ZIEFSK, 00K, GFSK, LoRa Zifs kil —
- RIREEZEET]E 300kbps
- REHEIRTAE 03 168dB
o | AEIHINZRD]E +20dBm
« EETD]E -148dBm
- FRENEH 256bytes( F CRC)
« IKIHFEUNRX<10mAF1Sleep<200nA
« T{EEEE :1.8-3.7V(F85%3.3V)

#1158 )

‘H H>
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Microchip RN2483 R 42R15E

‘ Raspberry Pi ‘

LoRa™ Modem

|RN2483 | .

LoRa Command Processor
LoRaWAN™ Stack

14 GPIO Pins

Real-Time Clock

SX I 276 EUI-64 32768 Hz LoRa-Compliant
EEPROM Crystal Radio
User Hardware: Antenna Antenna
Status LEDs, Switches, Logic |10s, etc. 434 MHz 868 MHz

http://www.mouser.tw/new/microchip/microchip-rn2483-module/




RN2483 =f&EIES

* Sys FIERAE GPIO
. radio BEsitE <2 [EERTEL]
* mac 5% LoRaWAN

Command Interface

mac

LoRaWAN™ ProtocW

radio
commands

sys

commands

http://ww |.microchip.com/downloads/en/DeviceDoc/4000 1 784B.pdf




SX127x IheeF BilE

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf



1 RFI_LF
2 VR_ANA

3 VBAT_ANA
4 VR_DIG

5 XTA

6 XTB

7 MRESET

28 RFO_LF

27 PA_BOOST
26 GND

25 VR_PA

24 VBAT_FRF

SX 1276 B E S

23 GND

22 RFO_HF

IRIRIRIRIRIRIRS

-
-

-
[
—]
—
—

.

0 GND

]
1]
-
)
-
-
I

Inininininini

& DIoD

o 9 O 0O
Sz s
SX1276/77/79

13 DIOS

14 VBAT_DIG

21 RFI_HF
20 RXTX/RFMOD
19 NSS

18 MOSI

17 MISO

16 SCK

15GND

http://www.semtech.com/ima

Number

Name

SX12Te/TTITSI(TE)

Type
SX1276/77/79/{78)

Description
SXA2ZTEITTITONTE)

1] GROUMND = Exposed ground pad
1 RFI_LF RF input for bands 283
2 WR_ANA - Regulated supply voltage for analogue circuitry
3 WVEBAT ANA - Supply voltage for analogue circuitny
4 VE_DIG - Regulated supply voltage for digital blocks
L HTA 1Mo XTAL connection or TCXO input
6 XTB o XTAL connection
T NRESET 1o Reset trigger input
B /(e i} 1Mo Digital /0, software configured
9 DIC1/DCLE (fn] Digital 1O, software configuned
10 DIO2/DATA 110 Digital /O, software configured
11 DIo3 1o Digital YO, software configured
12 DG4 11O Digital /O, softeare configuned
13 DIos 110 Digital /O, software configured
14 YVBAT DIG - Supply voltage for digital blocks
15 GHD - Ground
16 SCK I SPI Clock input
17 MISO O SPI Data output
18 MOEI | SPI Data input
15 NS5 I SPI Chip select input
20 RXTX/RF_MOD O Rx/Tx switch control: high in Tx
21 RFI_HF [{GND) [i-) RF input for band 1 (Ground)
22 RFO HF (GMNDY) Of(-) RF cutput for band 1 (Ground)
23 GHD - Ground
24 WBAT_RF = Supply voltage for RF blocks
25 VR_Pa - Regulated supply for the P

sac/d- fael‘\GND tlee D764 77 ﬁun# ndf

3‘“3{’ ~ 'M_'@E:b‘s‘r’ SATENY T — 6ﬁﬁm;’1l hightﬁo\'.lfe:r P& output, all frequency bands
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(DISPLAY)
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S10Z Id 4 131 s
Z1ag [apow | i1dl ulhd Y
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AR IE

fritzing

3va

Parsnes

SDA1T 12T
GPIO3
SCLY 12C
GPI1O4
Ground
GPIOAT
GPIOZT
GPIOZ22
vi

Power

SPI0_MO3I

GPIO%2
SPID_MISO

GPlIO11
SPI0 SCLK
Ground
ID_SD
GPI0S
GPIOG
GPIO13
GPlIO19

Ground

GPID14

UARTD_TXD

GPIO1S

UARTD _.Qx[:
GPIO18
PCM CLK
Ground
GPIO23
GPlDO24
Ground
GPlIO25
GPlOB

SPH CED N

GPIOT
SPID_ CE1T_N
ID_SC
Ground
GPID12
Ground
GPIO16

GPIO21
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- EREREME , T-HS

Serial Peripheral Interface(SPI)

SPI
Slave

SPI
Slave

SPI
Slave

- MEASFFEEE
+ SS: {EIBIBIELR (CE) R
« SCK: FHIRFARAR (SCLK) > scix
« MOST: % —
* MISO: EFEZE

https://en.wikipedia.org/wiki/Serial_Peripheral_Interface_Bus

53



S EIE RS P (€ ARV @ T 175 7% (SPI)

- it fRrT | &R TT | B

NSS

SCK

MOSI )O()d( whr X A[é]X A[SJX A[-I-]X A[B]X A[l]X A[l]}( A[0] ti[?]XDw[é]XD w[ﬁ])(i:: w[-I-]XD w[3]XD w[l]XDw[J]XDw[m)W

MISO Dr[7] XDr[ﬁ} X D[5] XDT[-I-] XDT[3] }(Dr[z] XDI[I] XDI[CI] )OO—
Figure 38. SPI Timing Diagram (single access)

‘wnr bit‘
« BIEMNE—ERTTAMIUATT
« [ttfiryTHRYSE—MEl bit(wnr) JREE (0) & (1)
« (MUfITTNIZCEITT AR E FR ALt (MSB)
« MERER (clock rate) E—E

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf ‘ page 80 ‘
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6.1. Register Table Summary
Table 41 Registers Summary

Register Name

Default Description

Reset

Address
FSK/OOK Mode LoRa™Mode  (POR)  (FSK) FSK Mode

0x00 RegFifo 0x00 FIFO read/write access

0x01 RegOpMode 0x01 Operating mode & LoRa™ / FSK selection

0x02 RegBitrateMsb Ox1A Bit Rate setting, Most Significant Bits

0x03 RegBitrateLsb Unused 0x0B Bit Rate setting, Least Significant Bits

0x04 RegFdevMsb 0x00 Frequency Deviation setting, Most Significant Bits

0x05 RegFdevLsb 0xb2 Freguency Deviation setting, Least Significant Bits

0x06 RegFrfMsb 0x6C RF Carrier Frequency, Most Significant Bits

0x07 RegFrfMid 0x80 RF Carrier Frequency, Intermediate Bits

0x08 RegFrfLsb 0x00 RF Carrier Frequency, Least Significant Bits

0x09 RegPaConfig Ox4F PA selection and Output Power control

Ox0A RegPaRamp 0x09 Control of PA ramp time, low phase noise PLL

0x0B RegOcp O0x2B Over Current Protection control

0x0C ReglLna 0x20 LNA settings

0x0D RegRxConfig RegFifoAddrPtr 0x08 Ox0E AFC, AGC, ctrl FIFO SPI pointer

OXOE RegRssiConfig e 0x02 RSS| Start Tx data
seAddr

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf ‘ page 20 ‘
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FSK/OOK Mode Register Map

N
{Ad:::s) ' LoRa™ Description

0 - FSK/OOK Mode

™
7 LongRangeMode r 0x00 1_? LD_RE Mode ) ) ) )
This bit can be modified only in Sleep mode. A write operation on

other device modes is ignored.

Modulation scheme:
00 - FSK
01 - 00K
10 = 11 = reserved

6-5 ModulationType rw | 0x00

4 reserved r 0x0 | reserved

Access Low Frequency Mode registers (from address 0x61 on)
3 LowFrequencyModeOn rw | 0x01 | 0 = High Frequency Mode (access to HF test registers)
1 = Low Frequency Mode (access to LF test registers)

Transceiver modes

000 - Sleep mode

001 - Stdby mode

010 = FS mode TX (FSTx)
2-0 Mode rw | 0x01 | 011 = Transmitter mode (Tx)
100 = FS mode RX (FSRXx)
101 = Receiver mode (Rx)
110 - reserved

111 = reserved

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf | page 93 ‘




Name
(Address)

LoRa Mode Register Map

LongRangeMode

0x0

LoRa™ Description

0 - FSK/OOK Mode

1 LoRa' " Mode
This bit can be modified only in Sleep mode. A write operation on
other device modes is ignored.

AccessSharedReg

0x0

This bit operates when device is in Lora mode; if set it allows
access to FSK registers page located in address space
(0x0D:0x3F) while in LoRa mode

0 = Access LoRa registers page 0x0D: Ox3F

1 - Access FSK registers page (in mode LoRa) 0x0D: 0x3F

reserved

0x00

reserved

LowFrequencyModeOn

0x01

Access Low Frequency Mode registers
0 = High Frequency Mode (access to HF test registers)
1 - Low Frequency Mode (access to LF test registers)

2-0

WINYA

Mode

vw.semtech.com/

imag

0x01

res/dq

Device modes

000 - SLEEP

001 - STDBY

010 - Frequency synthesis TX (FSTX)

011 = Transmit (TX)

100 = Frequency synthesis RX (FSRX)

101 - Receive continuous (RXCONTINUQOUS)

110 - receive single (RXSINGLE)

msheatisx 216, Z2d8ckapdf | Page 108




SPI ;BB E fZas 2

import spidev

spl = spidev.SpiDev()
spi.open(0, 0)
spi.max_speed_hz = 5000000

RegOpMode
Value

) Read CIRKIIN

ret = spi.xfer([RegOpMode & , Value])[1]
print(ret) # 128
print(ret >> 7) # 1

spi.close()




RXFH Raspberry Pi

* $ sudo raspi- conflg

pi@raspberrypi: ~

File Edit Tabs Help
3 Model B Rev 1.2

Raspberry Pi Software Configuration Tool (raspi-config)

1 Change User Password Change password for the current u
2 Hostname Set the visible name for this Pi
3 Boot Options Configure options for start-up

4 Localisation Options Set up language and regional sett

Interfacing Options Configure connections to peripher

6 Overclock Configure overclocking for your P
7 Advanced Options Configure advanced settings A
8 Update Update this tool to the latest ve 1
9 About raspi-config Information about this configurat

<Select> <Finish=>




FH Raspberry Pi B3 SPI

* $ sudo raspi- conflg

pi@raspberrypi: ~

Help

File Edit Tabs

pi@raspberrypi: ~

File Edit Tabs Help

Raspberry Pi Soff]

1 Change User Password
2 Hostname . - . - .
3 Boot Options Raspberry Pi Software Configuration Tool (raspi-config)
j L?c§¥%f?t%nnnnpt}?ns P1 Camera Enable/Disable connection to the
5 Interfacing Options . .
P2 SSH Enable/Disable remote command lin
6 Overclock . .
. VNC Enable/Disable graphical remote a
7 Advanced Options = ==== - === S
Enable/Disable automatic loading
8 Update . - s
9 About raspi-config IZE_ Enable}ﬂ;sable automatic loading
P6 Serial Enable/Disable shell and kernel m
P7 1-Wire Enable/Disable one-wire interface L
P8 Remote GPIO Enable/Disable remote access to G 1

<Select

<Select>




RXFH Raspberry Pi B SPI

* $ sudo raspi- conflg

File Edit Tabs

Help

'y Pi 3 Model B Rev 1.2

Change User Password
Hostname

Boot Options
Localisation Options

] s L B

Interfacing Options
Overclock

Advanced Options
Update

About raspi-config

W 00 = h

<Select

P1
P2
P3
P4
P5
P6
P7
P8

pi@raspberrypi: ~

Camera
SSH
VNC
SPI
I2C
Serial
1-Wire

Remote GPIOD

Raspberry Pi Soft

<Select

File Edit Tabs

pi@raspberrypi: ~ - ox

File Edit Tabs Help
Raspberry Pi Soff]

pi@raspberrypi: -

Help

Would you like the SPI interface to be enabled?




DEMO
get_regopmode.py

$ cd ~/lora-sx1276/01-register
$ python3 get_regopmode.py



ARERI LoRa €K Frequency ?



IERBE R L B 7t

Name . ™ . .
(Address) Variable Name Mode Reset LoRa"™ Description
RegFrMsb .
7-0 | Frf(23:16 rw Ox6c | MSB of RF carrier frequenc
(0x08) (23:16) quency
RegFrMid , :
(0x07) 7-0 | Frf(15:8) rw | Ox80 | MSB of RF carrier frequency
LSB of RF carrier frequency
¢ FXOSC). Frf
RegFrLsb /RF 19
7-0 | Fri(7:0 rwt | 0x00 2
Resolution is 61.035 Hz if F(XOSC) = 32 MHz. Default value is
0x6c8000 = 434 MHz. Register values must be modified only
when device is in SLEEP or STAND-BY mode.

Y

* RFSERHE D /=T FRHTFEN

+ MSB:0x06 0x6c8000 = 434MHz
. MID: 0x07 0656/434=16384

71
1A
« LSB:0x08 FEIRE(E S 16384

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf | Pag€ 109




Frequency B ={E & Fas ZERIINAE

import spidev

spi = spidev.SpiDev()
spi.open(0, 0)
spi.max_speed_hz = 5000000

RegFrMsb = 0x06
RegFrMid = 0x07
RegFrLsb = 0x08
Value 0

msb spi.xfer([RegFrMsb & Ox7F, Value])[1]
mid spi.xfer([RegFrMid & Ox7F, Value])[1]
spi.xfer([RegFrLsb & Ox7F, Value])[1]
1sb + *(mid + *msb)
print(f / )

spi.close()




DEMO
get_regfr.py

$ cd ~/lora-sx1276/01-register
$ python3 get_regfr.py



BEE(ZE] Frequency FIEE ?



Frequency & = 1B B Fa3 ZERINNAR

RegFrMsb =

def set_freq(f):
| int(f * # choose floor
msb = 1 //
1 -= msb * 65536
mid = i //

i -= mid * 256 10000000

1sb = 1
return spi.xfer([RegFrMsb | , msb, mid, 1lsb])

set_Treq(868) t

it EYsE—1E bit=1 BBRA




DEMO
set_regfr.py

$ cd ~/lora-sx1276/01-register
$ python3 set_regfr.py



 YMEIEX{S BRI{ERH Spreading Factor?

Name
(Address)

Bits Variable Name Mode Reset LoRa™ Description

SF rate (expressed as a base-2 logarithm)
6 = 64 chips / symbol

7 = 128 chips / symbol

8 = 256 chips / symbol

7-4 | SpreadingFactor rw | 0x07 |9 - 512 chips / symbol
10 = 1024 chips / symbol

11 = 2048 chips / symbol
12 = 4096 chips / symbol

other values reserved.

0 = normal mode, a single packet is sent
3 TxContinuousMode w |0 1 = continuous mode, send multiple packets across the FIFO
(used for spectral analysis)

Enable CRC generation and check on payload:

0 - CRC disable

1= CRC enable

2 RxPayloadCrcOn rw 0x00 | If CRC is needed, RxPayloadCrcOn should be set:

- in Implicit header mode: on Tx and Rx side

- in Explicit header mode: on the Tx side alone (recovered from
the header in Rx side)

1-0 | SymbTimeout(9:8) rw 0x00 | RX Time-Out MSB

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf IPage 113




o EIRERGEMN P2P ?



7' firg R 78k

- @RIt ( TRATNR )
- %% (DIO mapping)
» BRI ((FEEEIN )

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf



PR HaaMl (R L)IR )

« EENESLEEP Mode R RXCONTINUOUS Mode

Low-power mode. In this mode only SPI and configuration registers are accessible. Lora FIFO is not
SLEEP accessible.
Note that this is the only mode permissible to switch between FSK/OOK mode and LoRa mode.
STANDBY both Crystal oscillator and Lora baseband blocks are turned on.RF part and PLLs are disabled
This is a frequency synthesis mode for transmission. The PLL selected for transmission is locked and active
FSTX . :
at the transmit frequency. The RF part is off.
This is a frequency synthesis mode for reception. The PLL selected for reception is locked and active at the
FSRX . .
receive frequency. The RF part is off.
When activated the SX1276/77/78/79 powers all remaining blocks required for transmit, ramps the PA,
TX .
transmits the packet and returns to Standby mode.
RXCONTINUOUS Whe.n activated the SX1276/77/78/79 powers all remaining block.s required for reception, processing all
received data until a new user request is made to change operating mode.
RXSINGLE When activated the SX1276/77/78/79 powers all remaining blocks required for reception, remains in this
state until a valid packet has been received and then returns to Standby mode.
CAD When in CAD mode, the device will check a given channel to detect LoRa preamble signal

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf ‘ page 36‘




AAREH# (State Machine)

Sequencer: Start transitions

&

Sequencer Off
Initial mode = Sleep or Standby

On SequencerStart bit rising edge

Start
If FrumStart = 00_ On FifoThreshold
|f FromStart = ‘H

.-; If FrumStart 01| If FromStart =10 H

-5 v
|
LowPow :

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf ‘ page 64 ‘




s LS
ST
LN

. Standby if IdleMode =0

Sequencer: State machine

If LowPowerSelection =1

LowPower If LowPowerSelection = 0
Selection ( Mode & @ Initial mode )

Sequencer Off

If FromPacketReceived =000

If FromPacketReceived =010 /

Packet
Received
i On PeylosdReady

.h
| : If FromPacketR eceived = 100
if FromReceive = 010 Yig FS mode if FromPacketReceived = 011

On PayloadReady if FromReceive = 001
On CreOx if FromReceive =011

_:—'_'_'_'_'-'_

‘ —
| On PayloadReady if FromReceive = 011
‘ (CRC failed and CredutoClearOn=0)

On FacketSent
if FramTransmit = 1

..
On Rssi if FromReceive = 100
| On SyncAdress f FromReceive = 101 —
Sy S

/ On Freambie if FromReceive = 110
%

On Rx Timeout

Yig ReceveRestart

if FromRxTimeout = EIE‘
If FromRxTimeout = 11 Sequermer Dﬁ

If FromRxTimeout = {1

If FrurnllF'.xTirneuut =10

RxTimeout

Skeepif ldleMode = 1

On T1if Fromldle =0

On T1if Fromldle = 1

On FacketSent
if FromTransmit =0

Transmit

i page 64 ‘

nttp://www.semtech.com/images/datasheet/sx12/6_//_/6_/7/9.pdt



2 Preamble &R/

S )

b
1IN

State Machine

Seguencer OF
&
Initial mode = .SI'EEp or Standby

Start IJt set

—

()

rumStart 00

LowPower
Selection

IdleMode = 1: Siegp

LuwF‘uw&rS E:Ier:tmn 1 -

l:lr Ti
Fromldle = 1

On PreambleDetect
SCCCT M| Sequencer Off

Figure 47. Wake On PreambleDetect State Machine

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf ‘Page | |9‘




5% (DIO mapping)

No received signal ‘

Receive Idle ( Sleep + RC ) Receive ldle
N . -
»| Timer2 | »  Timer2 >
Timer1 ' Timer1 Timer1
L] L] I
Received Signal |
. Sync
Preamble ( Aslongas T1+2*T2) Word Payload Crc
Idle ( Sleep + RC ) Receive
* Timer <
Timer1 =T=1 =
<& [poHEBERIaEN|

Preamble
Detect

http://www.semtech.com/images/datasheet/sx1276_77_78_79.pdf |Page

||8\




BT (G EIN)

RegFifoRxCurrentAddr q

FifoAddrPtr (}:{) MS;L o

FifoRxBaseAddr q

PayloadLength

FifoTxBaseAddr ﬁ

£ 256Byte
Figure 8. LoRa™ Data Buffer ‘ page 34 ‘
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Ran 6 tests in 0.004s

OK

A Python Interface to Semtech SX127x

e o unit test fEERIEMILERE
$ cd ~/lora-sx1276

$ python3 test_lora.py

pi@raspberrypi: ~/lora-sx1276

:~/lora-sx1276 $ |




R HX TR S H

$ cd ~/lora-sx1276
$ python3 lora_util.py

=4 pi@raspberrypi: ~/lora-sx1276 - o
File Edit Tabs Help

:~/lora-sx1276 $ python3 lora util.py il
/home/pi/lora-sx1276/SX127x/board config.py:58: RuntimeWarning: This channel is
already in use, continuing anyway. Use GPIO.setwarnings(False) to disable warni

ngs.
GPIO.setup(BOARD.LED, GPIO.OUT)
SX127x | oRa registers:
mode SLEEP
freq 868.000000 MHz
coding rate CR4 5
bw BW125

spreading factor 4096 chips/symbj
implicit hdr mode OFF

rx_payload crc OFF
tx _cont mode OFF
preamble 8
low data rate opti OFF
agc_auto _on ON
symb timeout 100

freq hop period 0



LoRa R INB =W ERF

1. tHE%EZ (Frequency)
2. tH[E38E (Bandwidth)
3. HHEIES8&RE+ (Spreading Factor)

« ¥ : A& BW F] SF thoJf

EEX

~
-
-

A 1A AR




Al iE AE U ( FH Python2 BEG R )

$ cd ~/lora-sx1276
$ python rx_cont.py -f 868 -b BW125 -s 12

usage: rx_cont.py [-h] [--ocp OCP] [--sT SF] [--Treq FREQ] [--bw BW]
[--cr CODING_RATE] [--preamble PREAMBLE]

Continous LoRa receiver

optional arguments:

-h, --help show this help message and exit

--ocp OCP, -c OCP Over current protection in mA (45 .. 240 mA)

--st SF, -s SF Spreading factor (6...12). Default is 7.

--freq FREQ, -T FREQ Frequency

--bw BW, -b BW Bandwidth (one of BW7_8 BW10_4 Bwl5_6 BW20_8 BW31_ 25

Bw41l_7 BW62_5 BW125 BW250 BwW500). Default is BwWi125.
--cr CODING_RATE, -r CODING_RATE
Coding rate (one of CR4_ 5 CR4_6 CR4_7 CR4_8). Default
is CR4_5.
--preamble PREAMBLE, -p PREAMBLE
Preamble length. Default is 8.

https://github.com/mayeranalytics/pySX127x



Al E 34X (FH Python2 B4R )

$ cd ~/lora-sx1276
$ python tx_beacon.py -f 868 -b BW125 -s 12

usage: tx_beacon.py [-h] [--ocp OCP] [--sT SF] [--freq FREQ] [--bw BW]
[--cr CODING_RATE] [--preamble PREAMBLE] [--single]
[--wait WAIT]

A simple LoRa beacon

optional arguments:

-h, --help show this help message and exit

--ocp OCP, -c OCP Over current protection in mA (45 .. 240 mA)

--st SF, -s SF Spreading factor (6...12). Default is 7.

--freq FREQ, - FREQ Frequency

--bw BW, -b BW Bandwidth (one of BW7_8 BW10_4 BW1l5_6 BW20_8 BW31_25

Bw41l_7 BW62_5 Bwl25 BW250 BWs500). Default is BwWi25.
--cr CODING_RATE, -r CODING_RATE
Coding rate (one of CR4_5 CR4_6 CR4_7 CR4_8). Default
is CR4_5.
--preamble PREAMELE, -p PREAMBLE
Preamble length. Default is 8.
--single, -S Single transmission
--wait WAIT, -w WAIT Waiting time between transmissions (default is @s)

https://github.com/mayeranalytics/pySX127x



— X_cont.py

File Edit Tabs Help

fifo rx base addr
fifo rx curr_addr
fifo rx byte addr

status

version

-96 1 00

RxDone
[15]

-93 1 00
RxDone
[15]

-9 0
RxD

[15]

-93 1 00
RxDone
[15]

L

RxDo
[15]
-93 1 00

—imE I 5 —im

LS

tx_be

acon.py

: 0, 'rx _ongoing':

Press enter to start...

0, 'modem clear': 1,

File Edit Tabs Helf®

0x0 Lna gain
0x0 Lna boost 1f
0x0 Lna boost hf

'si( | detect optimize
'r; | detection thresh
sync _word

dio mapping 0..5

tcxo

pa_dac

fifo oaddr nir

{'signal sync': 0O,

0x12

-96
RSSI

I 00
RX_STATUS MODEM CLR

= 3 37

[15]

LI |

status
: 0, 'rx ongoing': 0O
version

Beacon config:
Wait 1.000000 s
Single tx = False

tx_#50

NOT USED

0bo

0b0o

0x3

Oxa

0x12

[1, @, 0, O, 0, 0]
XTAL

default

0x81

0x80

Ox0

Ox0

Ox0

{'signal sync': 0, 'si
, 'modem clear': 0, 'r
0x12

Press enter to start...




HIATAE Y+

Reflection Point

) L

Access Point

| 25t (Reflection) |

MIER

Original signal

AVAN

Degraded signal

/x/“\._/“\.

More amplitude Wall Less amplitude
I IRUY (Absorption) I
g E
// sl 4 e o
/ A o
: - A
¥ x“““&.__ o
H\"“-..___

-

I BXHY (Scattering) I

https://rscciew.wordpress.com/2013/1 1 /24/rf-principle-in-wireless-network/



- 85

RIYE,

1dB, dBm F/nHE @RS INER
- HRRNNE = & 2 MH bR

7' firg R 78k

»

« dB = 10 x log10(ratio), AlESHEE{\7

* |X

'l

* dBm

* |X

Ikt 10 Z1ENiERA +10dB, T 1/100 {&/R4& -20dB

RE 2 E&EmM, ErAB+3dB( EA+3.01dB)

= 10 x log10(Power)TmW
It 0.02 Watt = 20mW, th;E 13dBm
« oJ A% 10dBm(10mW)+3dBm(2mW) 5TEER



RSSI and SNR
]y

Signal-to-noise ratio <

Time (seconds)

RSSI(Received Signal Strength Indicator)
SNR(Signal to Noise Ratio)

RSSI 282 (dBm), SNRBEHERZIEE (dBm)

RSST 22 SNR B{ERE ARG 5k 38 B diF

https://rscciew.wordpress.com/2013/1 1 /24/rf-principle-in-wireless-network/

Power (dBm)




tx_beacon.py

def on_tx done(self):
global args
self.set _mode(MODE.STDBY)
self.clear_irqg_flags(TxDone=1)
sys.stdout.flush()
self.tx _counter += 1
sys.stdout.write("\rtx #%d" % self.tx_counter)
if args.single:

sys.exit(0)

sleep(args.wait)
self.write_payload([0x0f])
BOARD.led on()
self.set_mode(MODE.TX)




Dec Hex Oct Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr
00 000 NULL 32 20 040 &#032; Space 6440 100 &#064;, @ 96 60 140 &#096;
11 001 Start of Header 3321 041 &#033; ! 6541 101 &#065;, A 97 61 141 &#097; a
22 002 Start of Text 34 22 042 &#034; " 66 42 102 &#066;, B 98 62 142 &#098; b
33 003 End of Text 35 23 043 &#035;, # 67 43 103 &#067; C 99 63 143 &#099; c
4 4 004 End of Transmission 36 24 044 &#036; $ 68 44 104 &#068; D 100 64 144 &#100; d
55 005 Enquiry 37 25 045 &#037, % 69 45 105 &#069; E 101 65 145 &#101; e
6 6 006 Acknowledgment 38 26 046 &#038, & 70 46 106 &#070; F 102 66 146 &#102; f
77 007 Bell 39 27 047 &#039; ' 7147 107 &#071;, G 103 67 147 &#103; g
8 8 010 Backspace 40 28 050 &#040; ( 7248 110 &#072; H 104 68 150 &#104; h
99 011 Horizontal Tab 41 29 051 &#041;, ) 7349 111 &#073; 1 105 69 151 &#105; i

10 A 012 Line feed 42 2A 052 &#042;, * 74 4A 112 &#074; ) 106 6A 152 &#106; |
11 B 013 Vertical Tab 43 2B 053 &#043;, + 75 4B 113 &#075; K 107 6B 153 &#107; k
12 C 014 Form feed 44 2C 054 &#044; , 76 4C 114 &#076; L 108 6C 154 &#108; |
13 D 015 Carriage return 45 2D 055 &#045; - 77 4D 115 &#077, M 109 6D 155 &#109; m
14 E 016 Shift Out 46 2E 056 &#046; . 78 4E 116 &#078;, N 110 6E 156 &#110; n
15 F 017 ShiftIn 47 2F 057 &#047;, / 79 4F 117 &#079; O 111 6F 157 &#111; o
16 10 020 Data Link Escape 48 30 060 &#048;, 0O 80 50 120 &#080; P 112 70 160 &#112; p
17 11 021 Device Control 1 49 31 061 &#049;, 1 8151 121 &#081;, Q 113 71 161 &#113; q
18 12 022 Device Control 2 50 32 062 &#050; 2 8252 122 &#082; R 114 72 162 &#114; r
19 13 023 Device Control 3 51 33 063 &#051;, 3 8353 123 &#033; S 115 73 163 &#115; s
20 14 024 Device Control 4 52 34 064 &#052;, 4 84 54 124 &#084; T 116 74 164 &#116; t
21 15 025 Negative Ack. 53 35 065 &#053; 5 8555 125 &#085; U 117 75 165 &#117; u
22 16 026 Synchronous idle 54 36 066 &#054; 6 86 56 126 &#086; V 118 76 166 &#118; v
23 17 027 End of Trans. Block 55 37 067 &#055; 7 8757 127 &#087, W 119 77 167 &#119; w
24 18 030 Cancel 56 38 070 &#056; 8 88 58 130 &#088;, X 120 78 170 &#120; x
2519 031 End of Medium 57 39 071 &#057; 9 89 59 131 &#089; Y 121 79 171 &#121; vy
26 1A 032 Substitute 58 3A 072 &#058; 90 5A 132 &#090; Z 122 7A 172 &#122; z
27 1B 033 Escape 59 3B 073 &#059; ; 91 5B 133 &#091; | 123 7B 173 &#123; {
28 1C 034 File Separator 60 3C 074 &#060; < 92 5C 134 &#092; \ 124 7C 174 &#124; |
29 1D 035 Group Separator 61 3D 075 &#061;, = 93 5D 135 &#093; ] 125 7D 175 &#125; }
30 1E 036 Record Separator 62 3E 076 &#062; > 94 5B 136 &#094;, ~ 126 /E 176 &#126; ~
31 1F 037 Unit Separator 63 3F 077 &#063;, ? 95 5F 137 &#095; 127 7F 177 &#127; Del

http://www.asciichars.com/

asciichars.com



B H# A 8532 7X (p2p_send.py)

def on_tx done(self):
global args
self.set_mode(MODE.STDBY)
self.clear_irqg_flags(TxDone=1)
sys.stdout.flush()
self.tx _counter += 1
sys.stdout.write("\rtx #%d" % self.tx_counter)
if args.single:

SRDOONY i - (51 77 8 i, ASCIl FB#8Rj HEX

sleep(args.wait)
rawinput = input(">>> ")

data = [1nt( ( (c)), 0) for ¢ in rawinput]

self.write_payload(data)
self.set_mode(MODE.TX)




DEMO
p2p_send.py

$ cd ~/lora-sx1276/02-p2p
$ python p2p_send.py -f 868



EWNF R Z NS (p2p_recv.py)

def on_rx done(self):
print("\nRxDone™")
self.clear_irqg_flags(RxDone=1)
payload = self.read_payload(nocheck=True)
data = "'.join([ (c) for c 1in payload])

print(data) t

Y2 EI HEX 1288 X ASCIl =TT

self.set_mode(MODE.SLEEP)
self.reset_ptr_rx()
self.set mode(MODE.RXCONT)




DEMO
P2p_recv.py

$ cd ~/lora-sx1276/02-p2p
$ python p2p_recv.py -f 868
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LoRaWAN

« HLoRa Alliance 5] LoRaWAN I#7E
e LoRaWAN: 1.0.0 > 1.0.17 > 1.0.2 > 1.1

« hRZAS 1.1 72017 &S

LoRa Alliance

S Wide Area Networks for loT

https://www.lora-alliance.org/member-list



4 an) A

_oRaWAN
. oRa Node

Gateway
Network Server



LoRaWAN

+ ERMEAMIRIBEEN E
- #imzhPR LoRa MREERHERN ( ZdARHEE )
42 imRhH 2@ EE )

== Concentrator Network Application
E S u ?—V:I\ End Nodes /Gateway Server Server

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

http://www.atim.com/en/technologies-2/lorawan/  AESSecuredPayload



LoRa Node

« T :DevEUI, AppEUI
 {EFH ALOHA, ;8B CSMA #l , =F& class

Battery powered sensors
* Most energy efficient

* Must be supported by all devices

* Downlink available only after sensor TX

Battery Powered actuators
* Energy efficient with latency controlled downlink

* Slotted communication synchronized with a beacon

Battery Lifetime

Main powered actuators
* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency

https://www.thethingsnetwork.org/wiki/LoRaWAN/Home



Gateway

o HBHFEIEIR (ex:LoRa + WiFi)
- FWFhBMEERNFIEER
- HEBRIEEEETZiE (Network Server)

Hub P AL

Ny,

[ [ ] Gateway ] ] [
Ethernet Netwaork Token Ring Metwaork

https://en.wikipedia.org/wiki/Gateway_(telecommunications)



Network Server

« MEREIBLERR (CRC)
« ZEMEEE (Authentication/Authorization
- EMEMERIE (Adaptive Data Rate, ADR)

-«
SF12 n 10 9 8 7

http://docs.wixstatic.com/ugd/ecccla_20fe760334f84a9788c5b1 182028 1 bd0.pdf
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LoRaWAN L ﬁ NwkSKey
security
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c"/ﬁD security
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http://www.electronicdesign.com/embedded-revolution/lora-rolls-philly



& FH/2 FHEY LoRaWAN



The Things Network

* /2FH LoRaWAN 538 , 128 fREaRRTS
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https://www.thethingsnetwork.org/article/the-things-network-architecture-|
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Device | | | Gateway | | Network Server |

., TCP/IP

THE THINGS

NETWORK

IMQTT |y TCP/IP

LoRa 43%
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(A

https://www.dreamstime.com/63482375
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{€ FH Semtech UDP protocol, Port 1700

"rxpk": {
"tmst":20900514000,
"chan":2,

"rfch":0,

"freq":866.349812,

"stat":1,

"modu" :"LORA",

"datr":"SF7BW125",

"codr":"4/6",

"rssi":-35,

"lsnr":5,

"size":23,

"data" :"AMy7qgAAAAAATYMmmnj6AADL6YP1Jrw"

} https://www.thethingsnetwork.org/docs/gateways/start/connection.html
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https://www.thethingsnetwork.org

i C | @& Secure | https://www.thethingsnetwork.org W B
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COMMUNITIES LABS LEARN SUPPORT FORUM SHOP
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THE THINGS

NETWORK

BUILDING A GLOBAL INTERNET OF
THINGS NETWORK TOGETHER.
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C | & Secure

/ & The Things Network x \\

https://account.thethingsnetwork.org/register

al

THE THINGS

NETWORK

CREATE AN ACCOUNT

Create an account for The Things Network and start exploring the world of Internet of Things
with us.

USERNAME
This will be your username — pick a good one because you will not b

a0 c316008

EMAIL ADDRESS

54 3160

PASSWORD

[ (AL R R e R LR LY




(&I EERE (Console)

/ ! — || =] || 23
/ e The Things Network x \\
< ' | & Secure | hitps://console.thethingsnetwork.org | d0
' THE THINGS CONSOLE Applications ~ Gateways  Support Q c316008 -~

HETWOREK COMMUNITY EDITION

APPLICATIONS

https:/fconsole.thethingsnetwork.org/gateways

GATEWAYS

—
4]

rvri

Gateway




=1 M —EFTHIEE 28 (Gateway)

a The Things Network x

& ' | @ Secure | https://console.thethingsnetwork.org/gateways/register w8
‘“ THE THINGS CONSOLE Applications Support n c316008 Ev

HETWOREK COMMUNITY EDITION

Gateways Register

REGISTER GATEWAY

Gateway EUI

The EUI of the gateway as read from the LoRa module

B8 27 EB FF FF AO 23 59

¥/ I'm using the legacy packet forwarder
- = using the legacy Semtech packet forwarder.

%EEP

Select thig

ill'l'l

Description
A human-readable description of
my 848 gateway

Frequency Plan
The frequency plan this gateway will use

Europe 8468MHz




=1 i —EFTRIEEES (Gateway)

a The Things Network x

& ' | @& Secure | hitps://console.thethingsnetwork.org/gateways/register b+ gm)

iy TETNGs CONSOLE ppplications  Gateways  Support ) €316008

Gateways Register

REGISTER GATEWAY ‘ ﬁﬁﬁIjA Ethernet ,%ﬁ'EE’\J MAC( E:FEﬁITEE FFFF) ‘

Gateway EUI
The EL zatew:

B8 27 EB FF FF AO 23 59

L I m uslng Ihe Ieg.au::w_n,lr packel forwarder
e using v Semtech packet forwarder

my 848 gateway

Frequency Plan
The frequency plan

~ - VI [FREAR LR

E 868M Hz ',/:EQ

Tl
. 3




2 1E IS8 (Router)

/ «= The Things Network x °

= ' | @ Secure | https://console.thethingsnetwork.org/gateways/register

e
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W

a
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.“ IliErTley nG'E CU?H.,SE LE— o Applications Gateways Support n c316008 v

868MHz
Gate Europe 848MI

Router
The router this gateway will connect to. To reduce latency, pick a router that is in a region which is close to the location of the ¢
ttn-router-eu “
EE - A I BB
- bl
| L_s; = EI'J Router( ZM’;‘" JL_E ttn- router-eu)
Location
The exact location of you gateway. This will be used if your gateway cannot determine its locat et a location by clicking on the map
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HETWOREK
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suishan
District
LTINS

COMMUNITY EDITION

Register
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PIEE
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y District
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Antenna Placement

The placement

indoor

of the gateway antenna
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B3 Ethernet 28K MAC

 $ ifconfig ethO

:~ % ifconfig ethO
ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.2.113 netmask 255.255.255.0 broadcast 192.168.2.255
inetb fe80::abdf:a26e:183f:1ab prefixlen 64 scopeid 0x20<link>
ether b8:27:eb:a0:23:59 +txqueuelen 1000 (Ethernet)
RX packets 178 bytes 16071 (15.6 KiB)
RX errors 0 dropped © overruns 0 frame 0
TX packets 174 bytes 26964 (26.3 KiB)
TX errors O dropped 0 overruns 0 carrier 0 collisions 0O

o 7545 ethO I MAC B b8:27:eb:a0:23:59




A2 G E L Gateway

* Y1R Router #EFE ttn-router-eu, cping t#
23 router.eu.thethings.network EX{Z1EE
IP( 5% 52.169.76.203)

* $ ping router.eu.thethings.network

:~ $ ping router.eu.thethings.network
PING bridge.eu.thethings.network (52.169.76.203) 56(84) bytes of data.

router.eu.thethings.network # EU 433 MHz and EU 863-870 MHz
router.us.thethings.network # US 902-928 MHz
router.cn.thethings.network # China 470-510 MHz and 779-787 MHz
router.au.thethings.network # Australia 915-928 MHz

http://www.instructables.com/id/Use-Lora-Shield-and-RPi-to-Build-a-LoRaWAN-Gateway/



1224 03-ttn/ttn_var.py F2 T\
random {B
1. BB x( k& TTN #) Gateway ID)

* X = bytearray([0x01, Ox67, 0xc6),

Ox00, Ox?7?, 0Ox??7, Ox??, |Oxff, Oxf

O0x??2, 0x??, 0x?7?7])

INES Oxff

2l BN AEE O/ eth0 MAC
e 2. {Z2Z UDP_IP( lk%& Router IP)
UDP_IP = "52.169.76.203"




1224 03-ttn/ttn_var.py }2T\

- {Ei% UDP £13E TTN, E4RIE9E% 1700
* fl ttn_gateway.py 45 LoRaWAN HIEHIA S

Al 1Tne; CONSOLE

Gateways > ) eubB27ebfffta02359

File it Tabs Help

TTN Gateway

# HEA D

= bytearray([ 0x01, 0x67, Oxc6, 0x00,]0xb8, 0x27, Oxeb, Oxff, Oxff, 0xad, 0x23, 0x59 ])
DP IP = "52.169.76.203"
DP PORT = 1700

ccXx

~Noubs Wk -

8 LATI = 25.058
9 LONG = 121.532
10 ALTTI = 0

8 |uDP_iP| .
- | 1E2U M B T/ Gateway EUI

15 DWNB =
16 TXNB = 0

17 PFRM = "Single Channel Gateway"
18 MAIL = "your@email.com"

19 DESC = "Test"

20

21




number
number
number
number
number
number
number

Function

UTC 'system' time of the gateway, ISO 8601 'expanded' format
GPS latitude of the gateway in degree (float, N is +)

GPS latitude of the gateway in degree (float, E is +)

GPS altitude of the gateway in meter RX (integer)

Number of radio packets received (unsigned integer)
Number of radio packets received with a valid PHY CRC
Number of radio packets forwarded (unsigned integer)
Percentage of upstream datagrams that were acknowledged
Number of downlink datagrams received (unsigned integer)
Number of packets emitted (unsigned integer)

https://github.com/Lora-net/packet_forwarder



1T ttn_gateway.py EEHIFET

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn _gateway.py [

b'{"stat":{"time":"2018-07-28 22:08:00 GMT","lati":25.058,"long":121.532,"alti":
0,"rxnb":0,"rxok":0,"rxfw":0,"ackr":0.0,"dwnb":0,"txnb":0,"pfrm":"Single Channel

Gateway","mail":"your@email.com", "desc":"Test"}}"'




£ TIN ZEBEIELRID)

a The Things Network x

& C | & Secure | https://console.thethingsnetwork.org/gateways/eui-b827ebffffa02359 b+ gm)
‘h THETHINGS CONSOLE Applications support N €316008
COMMUNITY EDITION
Gateways O eui-bB27ebffffa0235%
Overview Traffic Settings
GATEWAY OVERVIEW settings
Gateway ID B27ebffffa0235
Description my 868 gateway
Owner O} ¢316008 1. Transfer ownership
Status connected
Frequency Plan Europe 548MHz ‘Ei z?’ﬁlj]
== .
Router ttn-router-eu
Galewary Koy | = [IEEE T L L T L L LN T T ELTE R ". g

Last Seen 3 secondsago

Received Messages 0




B FIZeH ten_var.py 223

DEMO
ttn_gateway.py

$ cd ~/lora-sx1276/03-ttn
$ python3 ttn_gateway.py 25



BIETTN

| Device | | Gateway | | Network Server |

THE THINGS

NETWORK

LoRa 43%

https://www.dreamstime.com/63482375
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£ TTN 52l dc &

« :XM5ERkiZHN4F DevAddr
s BIEENEHIEE—HEBXDevAddr &l
« HNetwork Server(TTN) iEsREcBE DA E




TTN ZinEIE5F H (Console)

« The Things Network » | a The Things Network X

&« C | & Secure | https://console.thethingsnetwork.org | 8

N THE THINGS CONSOLE S v
THETHINGS CONSOLE Applications ~ Gateways  Support ) 316008

APPLICATIONS GATEWAYS

;a_

* ?.‘.'.’?.'

Appllcatlon

https Hconsole.thethin‘

B



ZALFTRIERRED

a The Things Network X

& ' | & Secure | hitps://console.thethingsnetwork.org/applications/add

T

(=)

‘\ THE THINGS CONSDLE

HETWOREK commu oN

Applications Add Application

ADD APPLICATION

A —{E =S E 2%

Application ID

weather_application

Descri ption

c316008's app %

Appllcatlon EUI

Handler reglstratlon

) c316008

o

ttn-handler-eu
— L= T

fest
Op
5
ah

128 (251 A ttn-handler-eu) I




ISR E

/ \ =
/ a= The Things Network x
< C | & Secure | https://console.thethingsnetwork.org/applications/weather_application or 7| O :

U IliETTH|§RGE %?MNNSELE_ . Applications Gateways Support Q c316008 w

Applications » weather_application
Handler ttn-handler-asia-se
APPLICATION EUIS an t% manage euis
AL I %w
'S o 78B3D57EDO QO BB AY B
DEVICES register device € manage devices
E 0  registered devices

L S S S I e e

r— W —— " W "




s TR E

a The Things Network X ) & The Things Network X
< ' | @& Secure | hitps://console.thethingsnetwork.org/applications/weather_application/devices/register S+
.“ IliETTwHTEE ‘E?F?ELE_ . Applications Gateways Support Q c316008 w
Applications = weather_application Devices
REGISTER DEVICE ‘ %ljig ID nportc
Device ID
This is the unigue idg the device in this app. The device 1D will be immutable
temp_sensor
S EZE 4 Device EUI
App Key
The App Key will be used to secure the communication between you device and the network
rd field be generated
App EUI
7O0B3D57EDD @O BB A7




BB

= The Things Network x

&« ! | & Secure

a The Things Network

. |
! 1€ Settings Y ‘

https://console.thethingsnetwork.org/applications/weather_application/devices/temp_sensor
‘h THE THINGS CONSOLE Applications Support 6008
NETWOREK coMMUNITY EDITION
Applications = weather_application Devices g temp_sensor
Cverview Data Settings

DEVICE OVERVIEW

Application ID

Device ID temp_sensor

‘ Activation

Method Z 4Bk ABP ‘

Activation Method OTAA

Device EUl <> B9 1IEB4 F4 A2 10 77 5E El
Application EUl <> 70 B3 D5 7EDG 80 BB A7 £
App Key <> o £
Status
- — L | T — T — W — i T e L LA L L L L — | — T — i




Activation Method

« ABP(Activation
. gz FPRINER

By Personalization)

IS Esfm L , JNENLEBEN 48

« OTAA(Over-The-Air Activation)
s SR LR , SR L MEEEE)
- node 883X join_request message

- gateway Y&l node Eifl1iz , L HEI{EAR:S

- el AR UN R EAEEESKR | iSEk fmst 2 EiRE E4
gateway, &R join_accept_message

- gateway %l node

-node NEEH# , 8¥E DevAddr , APPSKEY , NWKSKEY




FlIFRRE (Settings) IZENENENTT TN

a The Things Network x / & The Things Networ

« C | & Secure

x

https://console thethingsnetwork.org/applications/weather_application/devices/temp_sensor/settings

Support

[ )

w O ¢

N c316008

i) 1TSS CONSOLE,

Applications = weather_application

DEVICE SETTINGS

General

Location

Devices &

gt temp_sensor Settings

SETTINGS

Description
A human-readable description of the devic

Device EUI

The serial number of your

* 00 1E B4 F4 A2 10 77 5E

Application EUI

Applications Gateways

radio module, similar to a MAC address

70B3D57EDOOOBBATY

1145 A% ABP |

Activation Method

OTAA ABP




B Frame Counter

/ a The Things Network x / a The Things Network x \/

— |[[=] || &2
< ' | & Secure | hitps://console.thethingsnetwork.org/applications/weather_application/devices/temp_sensor/settings Pl g
P IliErTwHI:ynGE cﬁﬂ?gu, o Applications Gateways Support Q c316008
Applications £ weather_application Devices Fo temp_sensor Settings
rd Network Session Key will be generated
App Session Key
rd App Session Key will be generated
Frame Counter Width
16 bit 32 bit
[l Frame Counter Checks
Delete Devi N ] 7EE C ' '
elete Device "ance [ |
IR BiE L
rk. L 1 The Things Metwork




X

X

friF

Y | =] || &3
/ == The Things Network x '\ i
Y 1
« ' | & Secure | hitps://console.thethingsnetwork.org/applications/weather_application/devices/temp_sensor ol g
P IIIETTEI:!‘?E .:CDEHERIEET,M Applications Gateways Support n c316008
Applications & weather_application Devices S temp_sensor
DEVICE OVERVIEW
Application ID  weather application
Device ID temp_sensor
Activation Method  AEF
Device EUI i = B8 1EB4 F4 A2 1877 5E El
A.pplication EUI iy = FOB3D>7EDD OO BB A7 E]
Device Address <> = 2601125D B
Metwork SessionKey <« = @ El
App SessionKey <« = @ E
T — Lt m L — — T m W= W= W= W =W =M= W= W e L — T L L — m = — e ———— o —————




LoRaVWWAN Security

- EHEBIEER AES128 I |, {F
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F AppSKey 7l
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12X ttn_var.py 221\

1. {224 DEV_ADDR( #&&&HJDevice Address)

2. {ZBNWS_KEY ( &8ERJ Network Session Key)
3. {2 APPS_KEY ( Z2EHMJ App Session Key)

4. E x( BTINH Gateway ID)

5. 12 UDP_IP( kt& Router IP)

6. {2r LoRa ZHAET ( EE )




R AN —
— —
al 1\ /
< — p
a The Things Network X
< ' | & Secure | hitps://console.thethingsnetwork.org/applications/weather_application/devices/temp_sensc S+
‘“I”[ETTTEE CONSOLE Applications ~ Gate support N c316008
COMMUNITY ERITION
Applications weather_application Devices E:j temp_sensor
Application ID
Device ID temp_sensor
Activation Method  AEF
Device EUl <> B0 1EB4F4 A2 10 77 5E El
Application EUl <> 70 B3 D5 7EDO 80 BB A7 5
| DEV_ADDR | pevice aderes T
I NWS_KEY INetworkSessionKe { ®xC8, @xD2, @xD2, Ox6A, OxF6, ©x62, OxC9, OXE5, OxDF, 0x22, 6x45, EII):EE.} &
{ Bx84, ©x593, Ox01, @x8C, Ox56, Ox91, Bx74, Ox60, Ox69, Ox29, @x4C, Ox64, g
3

[APPS KEY]  smsessinic

Status

EHEERE ttn_var.py I2T\C

Framesup O r

w




12X ttn_var.py 221\

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help
20

£ )
| DEV_ADDR | v apptication

NWS KEY DEV_ADDR = [ 0x26, 0x01, 0x12, 0x5D ]
NWS KEY [ ©xC8, 0OxD2, O0xD2, Ox6A, OxF6, 0x62, OxC9, OxE5, OxDF, 0x22, 0x45, OxE2, OxA6, 0x98, OxF2, Ox8A ]

APPS_KEY [ x84, 0x59, 0x01, 0x8C, 0x56, 0x91, 0x74, 0x60, 0x69, 0x29, 0x4C, 0x64, 0x10, 0x18, 0x6C, 0x174}}
| APPS_KEY =
9 RFCH = 0

31 FREQ = 868.0

32 STAT =1

33 MODU = "LORA"

34 DATR = "SF7BwW125"

35 CODR = "4/5"

36 LSNR = 9

37 RSSI = -32

38 SIZE

: V&’hw BRBRRIEH, By BarHE]




1T ten_app.py 2T\

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn_app.py
Send data to TTN >>> hello

b'{"rxpk":[{"tmst":1532816752, "chan":0,"rfch":0,"freq":868.0,"stat":1, "modu”:"L0
RA","datr":"SF7BW125","codr":"4/5","lsnr":9,"rssi":-32,"size":19,"data" : "QFOSASY

AAQABTAQT7I8suK1t"} ]}’




E TINZEBRGEERNKD]

a The Things Network x

< C | & Secure | https://console.thethingsnetwork.org/applications/weather_application/devicesftemp_sensor/data I Data I b+ gm)
‘n THE THINGS CONSOL c316008
HETWOREK COM EDITION
Applications == weather_application Devices E: temp_sensor Data
Overview Data Settings

APPLICATION DATA HEX ASC” e e

uplink  downlink activation ack error

Filters ' 68

O




Dec Hex Oct Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr Dec Hex Oct HTML Chr
00 000 NULL 32 20 040 &#032; Space 6440 100 &#064;, @ 96 60 140 &#096;
11 001 Start of Header 3321 041 &#033; ! 6541 101 &#065;, A 97 61 141 &#097; a
22 002 Start of Text 34 22 042 &#034; " 66 42 102 &#066;, B 98 62 142 &#098; b
33 003 End of Text 35 23 043 &#035;, # 67 43 103 &#067; C 99 63 143 &#099; c
4 4 004 End of Transmission 36 24 044 &#036; $ 68 44 104 &#068; D 100 64 144 &#100; d
55 005 Enquiry 37 25 045 &#037, % 69 45 105 &#069; E 101 65 145 &#101; e
6 6 006 Acknowledgment 38 26 046 &#038, & 70 46 106 &#070; F 102 66 146 &#102; f
77 007 Bell 39 27 047 &#039; ' 7147 107 &#071;, G 103 67 147 &#103; g
8 8 010 Backspace 40 28 050 &#040; ( 7248 110 &#072; H 104 68 150 &#104; h
99 011 Horizontal Tab 41 29 051 &#041;, ) 7349 111 &#073; 1 105 69 151 &#105; i

10 A 012 Line feed 42 2A 052 &#042;, * 74 4A 112 &#074; ) 106 6A 152 &#106; |
11 B 013 Vertical Tab 43 2B 053 &#043;, + 75 4B 113 &#075; K 107 6B 153 &#107; k
12 C 014 Form feed 44 2C 054 &#044; , 76 4C 114 &#076; L 108 6C 154 &#108; |
13 D 015 Carriage return 45 2D 055 &#045; - 77 4D 115 &#077, M 109 6D 155 &#109; m
14 E 016 Shift Out 46 2E 056 &#046; . 78 4E 116 &#078;, N 110 6E 156 &#110; n
15 F 017 ShiftIn 47 2F 057 &#047;, / 79 4F 117 &#079; O 111 6F 157 &#111; o
16 10 020 Data Link Escape 48 30 060 &#048;, 0O 80 50 120 &#080; P 112 70 160 &#112; p
17 11 021 Device Control 1 49 31 061 &#049;, 1 8151 121 &#081;, Q 113 71 161 &#113; q
18 12 022 Device Control 2 50 32 062 &#050; 2 8252 122 &#082; R 114 72 162 &#114; r
19 13 023 Device Control 3 51 33 063 &#051;, 3 8353 123 &#033; S 115 73 163 &#115; s
20 14 024 Device Control 4 52 34 064 &#052;, 4 84 54 124 &#084; T 116 74 164 &#116; t
21 15 025 Negative Ack. 53 35 065 &#053; 5 8555 125 &#085; U 117 75 165 &#117; u
22 16 026 Synchronous idle 54 36 066 &#054; 6 86 56 126 &#086; V 118 76 166 &#118; v
23 17 027 End of Trans. Block 55 37 067 &#055; 7 8757 127 &#087, W 119 77 167 &#119; w
24 18 030 Cancel 56 38 070 &#056; 8 88 58 130 &#088;, X 120 78 170 &#120; x
2519 031 End of Medium 57 39 071 &#057; 9 89 59 131 &#089; Y 121 79 171 &#121; vy
26 1A 032 Substitute 58 3A 072 &#058; 90 5A 132 &#090; Z 122 7A 172 &#122; z
27 1B 033 Escape 59 3B 073 &#059; ; 91 5B 133 &#091; | 123 7B 173 &#123; {
28 1C 034 File Separator 60 3C 074 &#060; < 92 5C 134 &#092; \ 124 7C 174 &#124; |
29 1D 035 Group Separator 61 3D 075 &#061;, = 93 5D 135 &#093; ] 125 7D 175 &#125; }
30 1E 036 Record Separator 62 3E 076 &#062; > 94 5B 136 &#094;, ~ 126 /E 176 &#126; ~
31 1F 037 Unit Separator 63 3F 077 &#063;, ? 95 5F 137 &#095; 127 7F 177 &#127; Del

http://www.asciichars.com/

asciichars.com
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DEMO
ttn_app.py

$ cd ~/lora-sx1276/03-ttn
$ python3 ttn_app.py 45



BIETTN

| Device | | Gateway | | Network Server |

/ e

THE THINGS

NETWORK

LoRa 43%

https://www.dreamstime.com/63482375
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Smarter Vehicles Smarter Homes
Sy - realtime telemetry A% - cnergy tracking
- predictive maintenance - automation
- look-ahead alerting - remote monitoring
- pay-as-you-drive - smart appliances
Smarter Logistics Smarter Healthcare
PA - end-to-end tracking - smart scales
- theft prevention ~ - In-home monitoring
- real-time updates - assisted living
- fleet monitoring - physician messaging

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



(ATS ) BN EHE

My dmb tellsmy 4 to open the garage and startmy WP

My dmb tellsa to dispatch a ﬁ to my location

My ﬂ tells my 48 that an intruder has entered

A ﬂ tells my

- tells my Qj that | am following my treatment plan

£ to tell my D that a package has arrived

My i tells my D that they are too far from the

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



( -ﬁ‘-ﬁ% ) IU\E’]% '“I_~E1E|jtﬁ=ﬁiﬂ_~.

to 0

(and
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FHAIMIBEM > E B4R A > BN FHGEE

S X SR >

N\

K| B3I ZS NGk

>.

https://www.slideshare.net/BryanBoyd/mqtt-austin-api




MQTT

.« BRERM IoT N EEBEHIFE

- FEN . NBRIZEE , B 40+ L ERIRAPIRE

- B . m/EREE + /ERPiIm (kb F4R )

 OJ5E : 121 QoS ERIRFSmME

- 558 :43 BEMRIEE , connect + publish +
subscribe

Invented Published Eclipse M2M Standard
sevroreck 15— W IVIQITE — aho — OASISH .
Late 1990s Aug 2010 Nov 2011 Sep 2014

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



MQTT Brokers

& () @

nmm mosauvitto moscn

ﬁg Apache .
@%ACTIVEMQ b RabbitMQ

https://www.slideshare.net/BryanBoyd/mqtt-austin-api




bi-direction, async “push” &zl

CONNECT to MQTT broker

SUBSCRIBE to thing3/data TCPAP
thing #1 < =
- . recv

. WebSocket
thing #2 < - d VQTT
Broker

pub - o
< i

CONNECT to MQTT broker
PUBLISH to thing3/data

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



2=/ 5]E , FREEZEERimMEPURHES

MQTT

Broker

publish subscribe

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



HTTP H&00 , IZIENIRITEE

23 :H A 5 posT /data HTTP/1.1
~| Host: 192.168.1.25
t User-Agent: Mozilla/5.0 (Linux; Android 7.0)
| | AppleWebkit/537.36 (KHTML, Like Gecko)
t Chrome/55.0.2883.91 Mobile Safari/537.36
HTTPER h Content-Type: application/x-www-form-urlencoded
6 4%, 54 || Accept-Language: zh-TW,zh, en-US,en;q=0.5
J Accept-Encoding:gzip,deflate
| .
k Content-Length: 7
yi%f?ﬁg_‘"ﬁtemp:21
(payload)

S

https://swf.com.tw/?p=1002



MQTT HERMRIARIG 2 T

Field length

(bits)

Byte 1
Byte 2
Byte 3

Byte n
Byte n+1

Byte m

L

1 1 2 4 sia 7

=

Message Type| DUP QoS Level RETAIN ] MQTT fixed

~ head
Remaining Length (1 — 4 bytes) leader

Optional: Variable Length Header tOPiC

Optional: Variable Length Message Payload ‘ Pay|oad ‘

http://www.rfwireless-world.com/Tutorials/MQT T-tutorial.html



HENHEAT

pub pub pub
—~ W — -
CONNECT

PUBLISH to thingl/myBinary
01010100110011100

PUBLISH to thingl/myJSON

(“id":"thing1”,"lon":-97.135198,
"lat":94.19384,"status":"I'm alive!"} |

PUBLISH to thingl/myPicture

data:image/png;base64, A908SFlkjdf...

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



AiRFSmE (QoS)

QoS 0 vy
at most once T m

EEa

MQTT

Broker
[EEmEE—R |

QoS 1

at least once

[Er@E—x |

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



ZE%

SSL/TLS TCP/IP

CONNECT  with username / password

MQTT

« OJ{EFHIRSE / BIGEEREE T Broker
» Broker oJE{# SSL/TLS E4FIN%

 topic OJIRIEEFHHEI D , HEFERE

https://www.slideshare.net/BryanBoyd/mqtt-austin-api



£ Raspberry Pi EfERAMQTT



{€ FH Python

* $ sudo pip3 install paho-mqtt

» paho.mqtt HRZRIZH =18

=]

V]l

e Publish( —RH¥HSEE )
e Subscribe( —XRMHAIEI )

e Client( ¥rE
[SFPRIE] )

e S S  5TR - B




=T TTN 28555 HY Broker

def on_connect(client, userdata, flags, rc):

print("Connected with result code: {}".format(str(rc)))
client.subscribe("+/devices/#")

def on_message(client, userdata, msg):
print("topic: {}, message: {}".format(msg.topic, str(msg.payload)))

client = mgtt.Client()
client.on_connect = on_connect
client.on_message = on_message

user, password = " "o "
client.username_pw_set(user, password)
client.connect(" ", 1883, 60)

client.loop_forever()



12X ttn_var.py 221\

40

41 #

42 # TTN Application

43 # |<AppID>_| <AppKey>

44 user, password = "weather application”, "ttn-account-v2.zPnOrzsTVP-Lk-CDGvzF
Kyl5NjRLOYVgCN-Ay0QR7y4"

45 ttn_router = "eu.thethings.network"”

46

47 I <TtnRouter> I

48

= R

<AppID>, <AppKey>, <TtnRouter> 2K E r'.EI’\JEQE‘




<ApplID>

; Y — || =] || &%
= The Things Network x ',
< C' | & Secure | hittps://console.thethingsnetwork.org/applications/weather_application % =
) THE THINGS CONSOLE Applications Gateways Support Q c316008 v

HETWOREK COMMUNITY EDITION

Applications &2 weather_application

‘<AppID>

Cwverview Devices Payload Formats Integrations Data Settings
APPLICATION OVERVIEW
documentation
Application ID  weather_application
DESCIpUon coloous s anp

Created 3 months ago

Handler ttn-handler-eu (current handler)
APPLICATION EUIS {3 manage euis

[ = 70B3D57EDO GG BB AY B




<AppKey>

! \ — || = || 2%
/ = The Things Network % '\
< C | & Secure | https://console.thethingsnetwork.org/applications/weather application ¥ =
) THETHINGS CONSOLE Applications Gateways Support Q c316008 w

HETWOREK COMMUNITY EDITION

Applications £2 weather _application

L 0 0
= 1 registered device

£3 manage collaborators

COLLABORATORS

Q c316008 collaborators  delete  devices  settings

| <AppKey>

ACCESS KEYS

IE

ttn-account-v2.zPnOrzsTVP-Lk-CDGvZzFKy15NjRLOYVECN-AyE! +
»

default key devices messages =




ST TTN BY APP &&H

pi@raspberrypi: ~/lora-s x1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn raw subscribe.py
Connected with result code: 0

| S — B AR IR AR B BT MQTT ;]




BT — /X ttn_app.py F21\,

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn app.py
Send data to TTN >>> hello

b'{"rxpk":[{"tmst":1532817/904, "chan":0,"rfch":0,"freq":868.0,"stat":1, "modu”:"L0O
RA","datr":"SF7BW125","codr":"4/5","lsnr":9,"rssi":-32,"size":19, "data" : "QFOSASY

AAQABTAQT7I8suKI1t"} ]}’

| 5 AR R R E T MQTT 83




INEIFTRIRR 7

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

/lora-sx1276/03-ttn $ python3 ttn raw subscribe.py a

Connected 1 1+ H ccult _code- 0
tnpic weather appllcatlnn/dev1ces/temp sensnr/up message: b'{"app id":"weather
— . ﬁ" n “.‘J wll - ~ 1T n n - - ' . m . lIBBlEB4F4A21B??5EII , n po rt n

:1, "counter” 1 "is retry" :true, payluad raw"-"aGUsbGB—" "metadata"-{"tlme"-"ZBIB
-07-28T22:45:04. 9986786?42" "f : ati

BW125","airtime" :51456000, cudlng rate"-"4/5" "o [{"gtw_1d"-"eu1 bBZ?ebf
fffa@2359","timestamp":153281?9@4 “time":"","cha 'l":B,"rssi":-32,"snr":9,"rf_c

hain”:0,"latitude":25.058, "longitude":121.532}]
[ | 2
1IN

=111

‘%_1'5 n\gﬁﬁdﬁ%t: 'I?:S_THY?% MQTT E]—Eﬁn\n
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DEMO
ttn_raw_subscribe.py

$ cd ~/lora-sx1276/03-ttn
$ python3 ttn_raw_subscribe.py =



{EFH JSONITE R 2

« JSON(JavaScript Object Notation) E—fEEREEE
* ¥F (object) L { } &=
« $#/{E (collection) Y : F|in
 f&EFl (array) BA[ ] F®RE
- RNEM {} 8IEXR S

todos":
{
i i
"£1rle”: "Toon 17,
"completed": false

ey

Sy 5y
“E1tiET: "Todo S
“"completed”: false
}
]

https://www.ssaurel.com/blog/ parse-and-write-jsén-data-in-java-with-gson/



Python #[] JSON

« $ python3

>>> 1mport json
>>> jdict = {"dev_id": "temp_sensor",6 "payload_raw":"aGVsbG8="}
>>> type(jdict)

json.dumps() & encode &#l
<type 'dict'>

>>> jstr = (jdict)

>>> type(Jstr) json.loads() & decode &E#

<type 'str'>
>>> type( (Jstr))

<type 'dict'>

>>> print(jdict)

{'dev_id': 'temp_sensor', 'payload_raw': 'aGVsbG8='}
>>> print( (Jstr))

{'dev_id': 'temp_sensor', 'payload_raw': 'aGVsbG8='}



{&€ F JSON+Baseé4 152l Plain Text

import base64

def on_message(client, userdata, msg):
#print("topic: {}, message: {}".format(msg.topic, str(msg.payload)))
jdict = json.loads( str(msg.payload, 'utf-8') )

mtime = jdict['metadata']['time'] 1EJEH Base64 Decode Wg
dev_id = jdict['dev_id"'] /

payload_raw = jdict['payload_raw']
payload_plain = base64.b64decode(jdict['payload_raw'])
print("payload_decode: {}".format(payload_plain))

client = mqtt.Client()
client.on_message = on_message

user, password = " R "
client.username_pw_set(user, password)
client.connect(" ", 1883, 60)

client.loop_forever()



DEMO
ttn_json_subscribe.py

$ cd ~/lora-sx1276/03-ttn
$ python3 ttn_json_subscribe.py=



ST TTN BY APP &&H

pi@raspberrypi: ~/lora-s x1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn_json subscribe.py
Connected with result code: 0

(

| S — B AR IR AR B BT MQTT ]




BT — /X ttn_app.py F21\,

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn app.py
Send data to TTN >>> Hey LoRa

b'{"rxpk":[{"tmst":1532819266, "chan":0,"rfch":0,"freq":868.0,"stat":1, "modu”:"L0O
RA","datr":"SF7BW125","codr":"4/5","lsnr":9,"rssi":-32,"size":19, "data" : "QFOSASY

AAQABbAQGOKyplgQvMdYT"}]1}'

| 5 AR R R E T MQTT 83




INEIBEAX ETREAE 7

pi@raspberrypi: ~/lora-sx1276/03-ttn

File Edit Tabs Help

:~/lora-sx1276/03-ttn $ python3 ttn_json subscribe.py
Connected with result code: 0
time:2018-07-28T23:07:47.146685087Z, dev id:temp sensor
payload raw:SGV5IExvUmE=, payload decode:b'Hey LoRa'

raw Base64 decode

(

| E— LR EIE MQTT FTRA4ER




TTN BJ APP &

r=]1]

iy k
/ == The Things Network x \\

e TR e e e . a8 R R L IR R R T IR e . s . e —a e

=] || &2
=
< ' | & Secure | hitps://console.thethingsnetwork.org/applications/weather_application/devices/temp_sensor/data | =
P IIIETTEI:!‘?E cco?mrﬁg';f”m Applications Gateways Support n c316008
Applications &> weather_application Devices S temp_sensor Data
A 05:17:41 1 1 retry payload: 48 6579 204C 6F 52 61
Uplink
Payload
486579204C6F 5261 E
Fields
no fields
Metadata
time "2018-04-19T21:17:41.5203495632"
frequency 433
modulatior '"LORA™
data_rate "SF7BW125"
coding_rate’ 475"
gateways": [
'gtw_id 'eui-b827ebTfTTf4dd5%e
'timestamp™: 1524172660
'time”
channel": @
'rssi": -32
'snr": 9
latitude": 25.858 M




BIETTN

| Device | | Gateway | | Network Server |

N

THE THINGS

NETWORK

V |MQTT|

LoRa 4HE& TCP/IP 43L&

https://www.dreamstime.com/63482375



(FH TTN T =518



& E PR

 data rate, packet size, 30 seconds uplink
and 10 messages downlink per day Fair Access
Policy

 RTEIRMF -
« 8 frequencies
* 5% receive duty cycle on the gateway
* 86,400 seconds 1n a day
* 1,000 nodes
e => 30 = (8 x 86,400 x 0.05) / 1,000

http://bit.ly/2qEeqKc



FH Pi+LoRa (oS E 4 Est 48 g



2 {f LoRa Gateway £ LoRa Node

I

3G Ethernet Network Customer
Gateway Server Information
System

Sensor
Nodes

EBEESH

https://www.iot-now.com/2015/12/02/396 | 6-lora-looks-good-to-go/



LoRa I BITET\

[FEnE]
g [@zER 1234]

nPreamble Symbols nHeader Symbols g
>4 4

Preamble

Header CRC pavioad Payload
(explicit mode only) CRC

CR=4/8 CR = CodingRate

https://www.semtech.com/images/datasheet/LoraDesignGuide_STD.pdf



52 &T Payload

» PRl
« HEEEX 0-F &R (Hex)
« BRI ASCII 5N EiX (1bytes)

» Data &H :
« @1 id Bd content, BA JSON &\ 4
Tbytes 3bytes char*bytes 2bytes
SOH | Length Data CRLF
0x01 O0x0D OxO0A



st ACK BHERZE 1

o PR ACK I B {55 3K AR
- BENIEIEIFIBE , BlfE ACK(0x06) Bdid
- O|EEHEERERH

o B RInEEIAEHIEEM class A

- BiXin3ETTEE , BEFF—EBEBFS ACK
« YNREB/WEI ACK, G ALOHA AVEEE

« RAREZENRE <3

\<Fk

i

\

||m||
(i




FTE1EI B (packer.py)

SOH "01" # 0x01
= "06" # 0x06
CRLF = "43524C46" # CRLF \r\n

def Pack_Str(string):
data = string.encode('utf-8")
length = len(data)

if length < 10:

length = str(0) + str(0) + str(length)
elif length >= 10 and length < 100:

length = str(0) + str(length)
else:

length = str(length)

payload = bytes(SOH, 'utf-8') + str(length).encode(encoding="'utf-8') + data +
bytes(CRLF, 'utf-8")

SOk

return [length,




Gateway I=UNEF (gw_rx.py)

def on_rx _done(self):
payload = self.read_payload(nocheck=True)

data = ''.join([chr(c) for ¢ in payload])
_length, _data = (data)

self.set_dio_mapping([1,0,0,0,0 ﬁ@ﬁ'ﬁ%ﬂ@

self.set _mode(MODE.STDBY)
self.clear_irqg_flags(TxDone=1)

data = {"id":.self._id, "data":packer.ACK}

_length, _ack = packer.Pack_Str( json.dumps(data) )
ack = [1int(hex(c), 0) for c 1n _ack]

self.write_payload(ack) .
self.set _mode(MODE.TX) « FiX ACK(TX)




DEMO
SW_IX.py

$ cd ~/lora-sx1278/04-gateway
$ python3 gw_rx.py -f 868

188



Sensor Node 323X E #} (gw_tx.py)
" e .
Ve

if len(rawinput) < 200:
data = {"id":self._id, "data":rawinput}
_length, _payload = ( json.dumps(data) )
data = [int(hex(c), 0) for c in _payload]
self.set_mode(MODE.SLEEP)
self.set_dio_mapping([1,0,0,0,0,0]) # TX
self.clear_irq_flags(TxDone=1)
self.set_mode(MODE.STDBY)

1 (.5) .
zei:?write_payload(data)« %%iﬁ@ (TX)

self.set_mode(MODE.TX)

def on_rx_done(self):
self.clear_irq_flags(RxDone=1)
payload = self.read_payload(nocheck=True)

data = ''.join([chr(c) for c in payload])

self.rx_done = True
self.set_dio_mapping([1,0,0,0,0,0]) # TX

self.set_mode(MODE.STDBY « ﬂi%i{l@?ﬁﬂ]@ TX *ﬁﬁ

self.clear_irqg_flags(TxDone=1)




DEMO
SW_tX.py

$ cd ~/lora-sx1278/04-gateway
$ python3 gw_tx.py -f 868

190



onfo] sp iRl 12 in R el AkEs 7



ch B YBHEATA



https://iot.cht.com.tw

|Select Language v |

I OT HREATa BIEAL  EREN  RAES- BN G

oogle
TR BT A gle Translate
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1 ‘ Ve wawle o

Fsﬁnﬂmn%ﬁnuﬁ% ( FH)
2 . ‘ F :n\nrivﬂnhﬁ% ( $*% )

https://iot.cht.com.tw/iot/
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IC) SEBETA
SEMART PLATFORM

aH / BREH

x > wfm > Rllas

BEE AL EEEE  EARE-  ERER | B b coge ransite

pulse

| FEANEREEE |

Bt

HEE R (S it AR ST #ERRE © 2017 Chunghwa Telecom Co., Ltd. All Rights Reserved.

[«



2ATEH  EREH
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HRaE

‘ Iora_demo|

HRAE

IER
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=1

EAEH  AREH
R HE

ApiKey PKM2CCi BH &=

TEAERR -

SRR

| == APT KEY

HER
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SREEZANT

IC)T HRHATEa BEcEL  ENOEE WERR-  MSEERR | B o e

SMART PLATFORM

aH / BREH

pulse lora_demo

— .mllj jvE'-E__I' fE"_E 7_

HEE R (S it AR ST #ERRE © 2017 Chunghwa Telecom Co., Ltd. All Rights Reserved.

[«




B ESRIBINFTHIER fie

I @ ERBMATEs BEEELL,  EEREE  EARE-  ERER | B b Goge ransite

SMART PLATFORM

BE  EEEEM ) SEEE

HZE Y lora_demo + 2

B A

HIEEE (S i B RR 4 T HERRE © 2017 Chunghwa Telecom Co., Ltd. All Rights Reserved. %ﬁ im =71 1,-|:|;
=A
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EAHEN  SeEBEEA

HEFESETENEE - AT ERE R E
BtEHH(key) BtEfi(value)
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by E L &5 ...
Key Value +

B o BAEMHE O Modbus TESE © ONVIFEEEE

URI URI ..
FfisE DKSWA472G B
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| select Language

[T zewazs MEEDL  BREH  WUNS- SR | B4 Soeianguge T

SMART PLATFORM

BH R RRER ﬁiﬂaﬂ ’EE:EIJ %E

NI

HZ ¥ 74 lora_demo

i BiE ik e e
4883523150 pi3 general G + % | & | X
BT 1 1B 2198 tE n TE

2 fE- pi3 (5W%%:4883523150) EHITEH

2 f4maE (DEVICE_NUMBER)

*m%ﬁ © 2017 Chunghwa Telecom Co., Ltd. All Rights Reserved.




b

A28 1d(SID)

random_data_01

F BUER R U E i S B T AT

random_data

Rk,

2AEH  HinEl

B ERLBMREE - o] LR TR RS EA

Btk Ef(key)

BiBrti(value)

Key

Value




BN ESTR T

IC) EEHATA IRl BEEE  RURE-

e

SMART PLATFORM

HZE 77 lora_demo

R s iy E e s

4883523150 pi3 general

BrE 12 1EER - K198

i pi3 (4i98:4883523150) /I E H

| Select Language

T

ﬁﬁ ﬁdj Powered by Geogle Translate

(4]



ERpEpr NS e Ryl AN

host = "iot.cht.com.tw"

topic = "/vi1/device/ /rawdata"

user, password = , "

client = mqgtt.Client()
client.username_pw_set(user, password)
client.connect(host, 1883, 60)

for 1 in range(100):
v = str(int(np.random.random() *100))
t = str(time.strftime("%Y-%m-%dT%H :%M:%S" ) )
payload = [{"1id":" ","value": ,
"time":t}]
client.publish(topic, "%s" % ( json.dumps(payload) ))
time.sleep(1)



L HIENERS

* rawdata NEES SR 4R
* topic = "/v1/device/<DEVICE_NUMBER>/rawdata"

o 1§‘ %mﬁgﬁ/ %ﬁ%ﬁ - %Wﬁfn—zs "mﬁgﬁﬁﬁﬁ"
e user, password = "<API_KEY>", "<API_KEY>"

s HERNES 1d BRI RSE id, EG value BRAEGEIZSE
(list), time H{RIIENE

* payload = [{"1d":"<SID>","value":[v], "time":t}]

[IEAERCREERENERAS]

https://iot.cht.com.tw/iot/developer/quick




DEMO
cht_json_publish.py

$ cd ~/lora-sx1276/04-gateway
$ python3 cht_json_publish.py =



o FEBEIOTEERE X

<« C | @ iot.cht.com.twfiot/project/12983/device/4883523150 O

OT%’ﬁﬂmﬂpé WEEhL BERE EEER- WSRE | FMhx &

Tpi3 1 BEEN (5R3%:4883523150)

BAE =fRE RHEE RS  FIEE

s 1 (EREBIS R

80

random_data

4 pi@raspberrypi: ~/lora-sx1278/04-gateway

File Edit Tabs Help

:~/lora-sx1278/04-gateway $ python3 cht json publish.py
/vl/device/4883523150/rawdata
[{'value': ['25"], 'time': '2018-04-19722:18:00', 'id': 'random data 01'}]

[{'value': ['17"'], '"time': '2018-04-19T722:18:01', 'id': 'random data 01'}]

[{'value': ['8'], 'time': '2018-04-19T22:18:02', 'id': 'random data 01'}]

[{'value': ['79"], '"time': '2018-04- 19T22.18.03' 'id': 'random data 01'}]
[{'value': ['32"], "time': '2018-04-197T22:18:04', 'id': 'random data 01'}]
[{'value': ['68"'], 'time': '2@18-@4-19T22:18:95', 'id': 'random _data 01'}]
[{'value': ['18"], "time': '2018-04-19T22:18:06', 'id': 'random data 01'}]
[{'value': ['54"], "time': '2018-04-19T22:18:07', 'id': 'random data 01'}]

[{'value': ['80"], 'time': '2018-04-19T722:18:08', 'id': 'random data 01'}]
| ]
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BHEEE TPIL > [RERAIG

EEnMATEa
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Raspberry Pi Rocks the World

Thanks
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5TE Power Consumption

RIE 10 RN (ERHENE ) EEFE 7

o« RIF :
« £ SF=6,BW=500KHz, X RX SCEEFRE & 10ms
- FB¥0EEM 2032 K#AE 210mAh

TER
« RXEi#i4A 10mA, ELL 210mAh/ 10mA=21 /N\EF=75600
« RXB5RA 10ms , Lk 75600 o] LA 7560000 R

« 98 —RRX,7560000/60% /24 I\BF /365K =14 1%
- ERETELTETH 70%, 14 T x70%=9.8 F
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sketch_apr20a | Arduino 1.8.5

File Edit |Sketch|Tools Help

Verify/Compile Ctrl4+R
Upload Ctri+U

sketch

Upload Using Programmer  Ctrl4-Shift+U
void s Export compiled Binary ctri+ak+s -
I Fun once:
Show Sketch Folder Ctri+K
. | e
Add Fle... |
vold loopty { add .ZIP Library...
S/ oput your main code here, to ri
} Bridge
EEPROM
Esplora
Ethernet 3
Firrmata
HID
Keyboard
LiquidCrystal
Mouse

Robot Control
Robot IR Remote
Robot Motor

sD

SPI

Servo

SoftwareSerial
Spacebrewyun
Temboo

Wire

¥ Arduing/Genuing Uno an jd




¥ LoRa I3+ Sandeep Mistry

Library Manager

V| [lnra

Type |All b | Topic [All

LoRa by Sandeep Mistry Yersion 0.3.0 INSTALLED
An Arduino library for sending and receiving data using LoRa radios. Supports Semtech SX1276/77/78/79 based boards/shields.
More info

LoRa Seralization by Joscha Feth
Library for serialization of data on the Arduino side and deseralization in the TTH
Maore info

LoRaFi by Khudhur Abdullah Alfarhan and Dr. Ammar Zakaria

An Arduino library for sending and receiving data using LoRaFi board and LoRa module. Supports Sermtech SX1272/72 based
boards/shields and LoRaFi board/shield,

More info

LoRalib by Jan Gromes

also work with any SX1272/73 and SK1276/77/78/79 modules,

Arduino library for LoRa modules based on $X1272 or 5X1278 chip Designed to be used with LoRenz Rev.B shield or module, will

~)

|C|DSE|




LoRaSender

int counter = 0;

void setup() {
Serial.begin(9600);
while (!Serial);

if (!LoRa.begin( ) {

Serial.println("Starting LoRa failed!");
while (1);

} [
LoRa.setSpreadingFactor(12); Spreading Factor
LoRa.setSignalBandwidth( ) Bandwidth

void loop() {

// send packet
LoRa.beginPacket();
LoRa.print(counter);
LoRa.endPacket();
counter++;
delay(5000);
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https://robotzero.one/arduino-ai-thinker-ra-02/
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LoRa Modulation Basics

‘ Data Rate \ ‘ Sensitivity \

Bandwidth Nominal Rb Sensitivity

Spreading Factor Coding rate indication
(kHz) (bps) (dBm)
10.4 3 4/5 782 -131
12 ‘ 4/5 24 147
20.8 3 ‘ 4/5 1562 :i'ﬁfa'
12 ‘ 4/5 49 144
62.5 6 4/5 4688 -121

& 7E BW TN & SF &:E Data Rate ] Sensitivity P&

https://electronics.stackexchange.com/questions/309424




Bandwidth, Spreading Factor and Data Rate

0 - -]- | E’F‘W 7/ Data rate (DR)

.-.--"'. : .
O —— loralmodulatien ESK
LY

Range

8 7 Spreading factor (SF)

12 11 10 9

125 :
195 125 125 195 125 5C 0K Bandwidth (BW)(bps)
937
1983 Bitrate (BR)(bps)
5,468
25 -108
976,757 pil Receive sensitivity (dBm)
292 337
-129 | |
—136 —133 o Time-on-air and consumption

http://www.electronicdesign.com/embedded-revolution/lora-rolls-philly



Link Budget 5T&

| Py = Received power (dBm)

Prx = Prx + Grx — Lyx — Lps — Ly + Grx — Lpx Py = Sender output power (dBm)
Gypy = Sender antenna gain (dBi

TX g
Ly = Sender losses (connectors etc.)(dB)
Ly¢ = Free space loss (dB)
Ly = Misc.losses (multipath etc.)(dB)
Gry = Receiver antenna gain (dBi)

A T™® Lox Lrx = Receiver losses (connectors etc.)(dB)
[dBi] [dB] Srx = Receiver sensitivity (dBm)
Prx
[dBm]
=] A O 5
L «\Eijtﬁﬁﬁuﬂa | N
0dB [l:IFE$] ransmission
P Path
RX
[dBm]
Gpy Lrx Gain
\ Ly [dBi] [dB]
-dB [dB] Loss

https://www.slideshare.net/PeterREgli/[pwan
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e

T Link Budget ?

—Calculator Inputs

Spreading Factor
Bandwidth

Coding Fate
Low Diatarate

Payload Length
Programmed Preamble
Total Preamble Length

Header Mode
CRC Enabled

RF Settings
Centre Frequencyr

Trangmit Power

LoRa Modem Settings

Packet Configuration

E =]
[0 ~| EHz

1 | 4CR+4
™ Optimiser On

[ = o
[6 =] Symbols
[1025 Symbols

[" Explicit Header Enabled
W Enabled

|ar55nnnnnn +1 Hz

|1? =

dBm

Hardware Implementstion [~ BFIO iz Shared

Compatible 5% Products 1272, 1276

—relected Configuration
VR _F
RFO - T
L
RFI| [+ R
Preamble Payload CRC |
—Calenlator Oufputs
Timing Performance
Equivalent Bitrate 117188 | bps Time on Adr [190 46 s
Presmble Duvatinn  [22 07 i Swmbol Tome (210 s
RF Performance Consumption
Link Bud get 148 dB Traunzrnit IEIEI vy
Eeceiver Bensitivity |-131 dBm  CADVEx |13 md
e Cirystal Offzet |144.5 ppm Sleep |1IIIIII nd

BF=12, BW =500 kHz, CE =4/5, Header Dusabled, Preamble = 1025 svms Pavload =8 bates, Tramsmit Power =17 dBm

http://www.semtech.com/wireless-rf/rf-transceivers/sx 1272/




BHES 73T (Spectrum Analyzer)

- SHIBEERB{ENBIAGIREE
- FERE
« SDR(Software Defined Radio)
 HackRF

- BREE
* GNU Radio

* FreqShow(Python) §DGNURadiO

http://jensd.be/755/network/lorawan-simply-explained




{/RHY LoRa 2BAS XIS -

-
File Edit Tabs Help

s050rTy@x220: ~/gr-lorajapps

sosorry@x220:~/gr-lora/apps$ sudo python lora receive realtime.py

linux; GNU C++ version 5.3.1 20151219; Boost 105800; UHD 003.

Using Volk machine: avx 64 mmx orc

gr-osmosdr 0.1.4 (0.1.4) gnuradio 3.7.9

Number of USB devices:

Using HackRF One with firmware 2017.02.1

.

Eile Edit Tabs Help

?

cmd> radio set bw 125
built-in source types: file osmosdr fcd rtl rtl_tcp uhd miri |cmd> radio set pwr 15
10 cmd> radio set sf sfll
USB device 1d50:6089: 0000000000000000a06063c823475b5f match |cmd> radio set freq 868100000
5.5 radio tx 1532610372

Bits (nominal) per symbol:
Bins per symbol: 2048
Samples per symbol: 16384

Decimatio ,
[PS 30 00f15 32 61 03 72770 76

Himd>

pi@raspberrypi:

:~ $ python p2p send.py

- 8 X

(4]

1

Lora Receive Realtime

0

FFT Plot

-10
-20
-30
-40
-50

Power (dB)

-60
-70
-80
-90

b

-10
867.5 867.6 867.7 B67.8 8679

868 868.1
Frequency (MHz)

868.2 868.3 B68.4

8638.

Trace Options
Peak Hold

[] Average

[] Persistence

[] Trace A |Store

[[] Trace B | Store

Axis Options
dB/Diwv: + | -
Ref Level: +|| -

Autoscale

Stop

https://github.com/rpp0/gr-lora
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DHTxx i@z E AIgs 25

* DHT11

@,

PR RERER
L ] L]

https://www.google.com.tw/search?’q=dht| | &tbm=isch
https://www.google.com.tw/search?’q=dht22&tbm=isch

mIREIEY
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NER

Vcc (1) Data (2) Gnd (4)

228
https://components|01.com/dhtl | -temperature-sensor



DHTI | $R#&

3-55VI{EERR

2.5mA e TIEER

20 - 90% HH¥HREE (RH) =BIEEE , + 5%RH FRE
0-50C RESHIFER, +2 CFRE
Hy*ik"ﬁzn 3 | Hz

U-U'JI

229
http://www.adafruit.com/datasheets/DHT | | -chinese.pdf
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ARANNANNNARNEDNN
DSI (DISPLAY)

aqdsey

lé“
LA G [9PON € 1d Ausagdsey PR
(o)

S10Z 1d A

.............................
.............................

(YYIWYI) IS

.....................
......................

. :
11 101
otpny

RP1

Pinl (VCC) Pin2 (5V)
Pin2 (DATA) Pinl2 (GPIO18)
Pin3 (NC) X

Pin4 (GND) Pinl4 (Ground),;,
fritzing

ETHERNET



1-Wire Protocol
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|-Wire Operation Table ( ZE{5l| )

1-WIRE OPERATIONS Table 1

Operation | Description Implementation

Write 1 bit Send a t 17 bit to the 1-Wire Drive bus low, delay 6us
slaves (Write 1 time slot) Release bus, delay 6dps

Write O bit | send a 0" bit to the 1-Wire Drive bus low. delay 60ps
slaves (Write O time slot) Release bus. delay [0us

Read bit Read a bit from the 1-Wire Drive bus low, delay 6us
slaves (Read time slot) Release bus, delay 9us

Sample bus to read bit trom slave
Delav 53us

Reset Reset the 1-Wire bus slave Dirive bus low, delay 480us
devices and ready them for a | Release bus, delay 70us
command sample bus, (0= device(s) present. 1 = no device present

Delay 410us

233
http://coecsl.ece.illinois.edu/ge423/sensorprojects/ | -wire_full.doc



| -Wire Waveform

1-WIRE WAVEFORMS Figure 1

m—  [\laster

Write 1 _U Waveform Legend
1 |
i

Resistor pull-up

1
Write 0 ; T Slave
|
" i i i
1 ] 1 ]
1
Read —u #F Sampi /
Sample |
]
] ]
i*_ﬁur." !‘F‘l
— 15,5 —W i I"EI-.. Recovery lime between
! ! time slots (bits)
. Blus !
| :
Reset ! /
l\ 1/
: Master
3 |
W— 4805 —P": " Sample
4 55005 —— M :
?I O60us H

http://coecsl.ece.illinois.edu/ge423/sensorprojects/ | -wire_full.doc



DHTxx Communication Protocol

e 1-wire protocol
« BGENEFE - 4ms
o HUEMRI - 40bit, MSB

¢ 8blt ;ﬁig
e 8bit BEE
e 8b1it CRC

http://www.adafruit.com/datasheets/DHT | | -chinese.pdf

m%& +8b1t ;;1‘1

eS|

2 +8bit i

B EE]
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DHTxx Communication Protocol

— LR e— —ed DHTER  e— g0 . | Bk
| e | mm I I | | B4
VO ¥ 8 e 1 - -
1 | | A /
GND- - R " _— | ), W—
~ ' | 7% | fugsEnt | I | B i
i | o R b - E il ol & 50us
& B L3 W
THfES DHT{S 5
| — EE — DHTHE |=—
| | l]-llllm | B |
. - i L Frid R H0R
W g W
- | | - o DH ﬁ' | |
BER —- EELRME 100 pe—  — Iffs ¥ e |

155 SR

‘l

iﬂlﬂ%’% DHT{E B J 236




Send 0

I _-l 26us—28us |-_
| | e |
VCC ________ R 1. . . il csscsssas | :...'...'..'...'..'.....'.'.'.....'...4.'.. Ve —‘bitJ:F‘ﬁ]\
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VCC-------

| 1BitHFES

Send |

TOus

oK' 1

BREK  —ed  50us  fe—
fe SEBLH:
A
EHEE DHT{E S
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N &% g% Adafruit Python DHT EfF

o$cd~

«$ git clone
https://github.com/adafruit/Adafruit_Python_DHT.git

* $ cd Adafruit_Python_DHT
* $ sudo python setup.py install

« $ cd examples
 $ sudo python AdafruitDHT.py 11 18
Temp=28.9* Humidity=67.9%

239



AdafruitDHT.py

import Adafruit_DHT

sensor_args = { "11': Adafruit_DHT.DHT11,
'22' . Adafruit_DHT.DHT22,
'2302"': Adafruit DHT.AM2302 }

sensor = sensor_args[sys.argv[1]]

pin = sys.argv[2]

humidity, temperature = Adafruit_DHT. (sensor, pin)

if humidity is not None and temperature 1is not None:

print('Temp={0:0.1f}* Humidity={1:0.1f}
%' .format(temperature, humidity))

else:
print('Failed to get reading. Try again!')
sys.ex1t(1)
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